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Abstract: Digital data security has become increasingly important with the 

growth of digital image usage, which often contains sensitive information. 

This study aims to enhance the security of digital images by combining 

Unimodular Hill Cipher (UHC) and Advanced Encryption Standard (AES) 

methods. UHC, a matrix-based symmetric encryption algorithm, is used for 
image matrix encryption, while AES provides an additional layer of security 

to protect images against advanced cryptographic attacks. The methodology 

involves several stages: Preprocessing digital images into matrix form, 

encrypting matrix blocks using UHC, and applying AES encryption for 

further protection. The encryption and decryption processes are implemented 

using Python programming, utilizing libraries such as NumPy, Pillow, and 

PyCryptodome. Experimental analysis evaluates time efficiency, data 

integrity, and resistance to cryptographic attacks. The results show that the 

hybrid UHC-AES method significantly enhances security by randomizing 

pixel values, as evidenced by entropy analysis, histogram comparison, and 

correlation evaluation. The entropy values indicate high randomness, and the 
correlation analysis shows no relationship between the original and 

encrypted images, ensuring strong encryption. Additionally, the method 

performs efficiently for medium-sized image files, with encryption times 

increasing proportionally to key size. Despite its effectiveness, challenges 

remain, particularly in optimizing the encryption speed for large files and 

addressing key management vulnerabilities. This study contributes to 

advancing digital image security by integrating UHC and AES into a robust 

hybrid cryptographic approach. It opens avenues for future research on 

developing more efficient algorithms and exploring real-time applications in 

multimedia data protection. 
 
Keywords: Unimodular Hill Cipher, AES, Digital Image Encryption, Data 

Security, Python, Cryptography 
 

Introduction 

Digital data security has become a top priority in this 

information age, where the volume of data collected, 

stored, and shared continues to increase exponentially. 

One form of data that requires special attention in terms 

of security is digital images. Digital images often contain 

sensitive information, such as personal documents, 

medical records, or confidential company information, so 

protection against unauthorized access is essential. 

Cryptographic technology plays a crucial role in 

protecting digital data, especially in maintaining the 

confidentiality, integrity, and authentication of digital 

images from cyberattacks (Lone and Singh, 2020). Digital 
images that are not properly protected are vulnerable to 

threats such as eavesdropping, unauthorized alteration, 

and illegal distribution. The main challenge in 

maintaining the confidentiality and integrity of digital 

images lies in the complexity of adequate encryption 

without sacrificing efficiency in the storage and 

transmission process. Therefore, a strong yet efficient 

encryption method is needed to protect digital images 

from third-party threats (Arifin et al., 2022; Sreejith and 

Senthil, 2021). 
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The reviewed works highlight advancements in 

cryptographic architectures that address both reliability 

and performance challenges in securing sensitive 

communication. First, error detection mechanisms, such 
as recomputing with encoded operands and signature-

based schemes, are proposed to enhance the resilience of 

lightweight block ciphers against transient and permanent 

faults, ensuring the simultaneous provision of 

confidentiality, integrity, and authenticity. Second, the 

implementation of Supersingular Isogeny Diffie-Hellman 

(SIDH) on FPGA introduces constant-time hardware 

optimizations that achieve significant speed 

improvements in key exchange protocols, leveraging 

heavily parallelized arithmetic for high-security levels, 

including quantum-resilient operations. Lastly, a scalable 
architecture for isogeny-based cryptosystems further 

improves efficiency with a focus on high-bit quantum 

security, achieving faster computations and supporting 

additional cryptographic applications such as digital 

signatures. Collectively, these works underscore the 

importance of integrating fault tolerance and high-

performance computation in modern cryptographic systems 

to enhance both security and reliability (Subramanian et al., 

2017; Koziel et al., 2016); (Koziel et al., 2018). 

Unimodular Hill Cipher is a matrix-based encryption 

algorithm that belongs to symmetric cryptography, where 

the same key is used for encryption and decryption 

processes. In Hill Cipher, keys in the form of invertible 

matrices are used to convert the original message into an 

encrypted form. This matrix serves as the encryption key, 

and for decryption, the inverse matrix of the key is used 

to return the original message. As a form of block cipher, 

Unimodular Hill Cipher processes data by dividing it into 

blocks that are then encrypted using a key matrix. This is 

like other symmetric algorithms such as AES, which also 

work on fixed-size blocks of data. Due to its simple and 

efficient nature, Hill Cipher provides good speed in the 

encryption and decryption process, making it suitable for 

applications that require high performance. However, like 

other symmetry methods, Hill Cipher is vulnerable to 

attacks if the key or matrix pattern is guessable or if too 

much data is encrypted without a key change. Therefore, 

while effective in certain situations, Hill Cipher is often 

combined with stronger symmetric encryption algorithms 

such as AES to enhance security and protect data from 

more sophisticated cryptographic threats (Arifin et al., 

2021; 2024). This is stated in the following Fig. (1), which 

illustrates a comparison between symmetric encryption 

and asymmetric encryption methods. 

In symmetric encryption, the same secret key is 
used for both encryption and decryption processes. 

Data in plaintext form is converted into ciphertext 

using the secret key, and the ciphertext can be reverted 

back to plaintext using the same key. This method is 

faster and computationally efficient, making it ideal for 

protecting large amounts of data. However, the main 

challenge lies in securely sharing the key with 

authorized parties without risking its exposure. On the 
other hand, asymmetric encryption uses two different 

keys: A public key for encryption and a private key for 

decryption. Data encrypted with the public key can 

only be decrypted by its corresponding private key. 

This method is more secure since the private key is 

never shared. However, asymmetric encryption tends 

to be slower due to higher computational requirements. 

It is often used for key exchange and authentication in 

security systems. Modern systems frequently combine 

these two methods to leverage the speed of symmetric 

encryption and the security of asymmetric encryption 
(Awati et al., 2024). 

Here is a comparison with some of our previous works, 

where this study aims to refine all the processes from before. 

This research discusses the use of the Hill Cipher in digital 

image encryption by combining several techniques, 

including unimodular matrices and the logistic map. In this 

method, the unimodular matrix, which has an inverse, is used 

as the encryption key, while the logistic map is used to 

generate the encryption keys. The encryption process is 

carried out by matrix multiplication modulo and can be 

enhanced with Shift Cipher 128 to handle incomplete parts 

of the file. This algorithm improves security by adding 

encryption layers, and experimental results show that it 

provides very secure encryption with faster encryption times 

than other algorithms. Thus, this approach holds promise for 

digital image encryption applications that require high 

security and fast processing times (Arifin et al., 2022; 2023; 

Muktyas et al., 2021). 

 

 

 

Fig. 1: Symmetric and asymmetric encryption concepts 

(Awati et al., 2024) 
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Advanced Encryption Standard (AES) is a 

symmetric block encryption algorithm chosen by the 

US government to protect confidential information. 

AES is widely applied worldwide in software and 

hardware to encrypt sensitive data. This encryption 

method is crucial in government computer security, 

cybersecurity, and electronic data protection. By 

dividing messages into small 128-bit blocks and 

running multiple rounds of encryption, AES offers 

stronger and more reliable security than previous 

methods of symmetric encryption. AES uses keys with 

a length of 128, 192, or 256 bits to encrypt and decrypt 

data, ensuring the confidentiality and integrity of 

information. As a symmetrical algorithm, AES uses the 

same key for the encryption and decryption process, so 

the sender and receiver must have the same secret key. 

The cipher block used in AES ensures that every part 

of the plaintext message is converted into an 

incomprehensible ciphertext without a decryption key. 

Larger key lengths are used to protect high-level 

confidential information, such as government or 

military data, although it requires more processing 

power. AES was officially adopted by the National 

Institute of Standards and Technology (NIST) (2003) 

as a standard encryption algorithm for protecting 

confidential information, including government 

information. It is also the first open password approved 

by the National Security Agency to protect Top Secret 

information. AES is currently widely used in a variety 

of commercial and government encryption 

applications, including storage media, electronic 

communications, wireless networks, databases, VPNs, 

and more, making it one of the most popular symmetric 

key cryptographic algorithms in the world (Hussein and 

Amintoosi, 2023; Chowdhary et al., 2020). This is 

stated in the following Fig. (2). 

This study aims to apply a combination of 

Unimodular Hill Cipher and Advanced Encryption 

Standard (AES) methods for digital image encryption. 

Both methods will be implemented using the Python 

programming language, with the hope of producing a 

secure and efficient encryption solution to protect 

digital images from various cryptographic attacks. 

Unimodular Hill Cipher is a variant of the classic Hill 

Cipher, which uses an unimodular matrix (The 

Determinant is ±1) to encrypt data. This method 

involves the use of linear algebra, where a key matrix 

is used to perform a linear transformation on a block of 

data, in this case, a digital image pixel, thus producing 

a ciphertext. Encryption keys can be easily inverted due 

to their unimodular nature, so the decryption process 

can be carried out efficiently. AES is one of the most 

widely used encryption algorithms and is considered a 

modern encryption standard. AES uses a symmetrical 

cipher block with a block size of 128 bits and a variable 

key length (128, 192, or 256 bits). AES is well-known 

for its ability to provide a high level of security with 

relatively fast processing times, so it is widely adopted 

to protect digital data in a variety of applications, 

including image encryption (Lone and Singh, 2020; 

Lone et al., 2022; Azanuddin et al., 2024). 

Digital image encryption is a technique that converts 

the original representation of an image into an 

unrecognizable form, thus ensuring that only authorized 

authorities can access the original image. This process 

involves transforming image data using various 

cryptographic algorithms. The image encryption 

method can include transforming a pixel or block of 

pixels into ciphertext, which can then be re-described 

by the receiver who has the decryption key. Several 

studies have shown the effectiveness of encryption 

methods in protecting digital images. For example, 

research on the use of AES and other matrix-based 

methods shows that cryptography can improve the 

security of image data without sacrificing quality or file 

size. A combination of more complex methods, such as 

combining Hill Cipher with AES, is expected to provide 

a higher level of security than using a single method alone 

(Suryadi et al., 2021; Sharma et al., 2022). Table (1) 

compares the strengths and weaknesses of the 

Unimodular Hill Cipher (UHC) and the Advanced 

Encryption Standard (AES) algorithms (Arifin et al., 

2022; 2021; 2024; Muktyas et al., 2021; National Institute of 

Standards and Technology (US). (2023). 

 

 
 
Fig. 2: AES Concept (Awati et al., 2024) 
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Table 1: Table of strengths and weaknesses of UHC and AES 

Aspect UHC (Unimodular Hill Cipher) AES (Advanced Encryption Standard) 

Strengths Simple to implement and understand Highly secure and widely trusted for a variety of applications 

  
Flexible key size and easy integration with other 

techniques 
Fast encryption and decryption, even for large data sizes 

  Suitable for small-scale encryption needs 
Resistant to various cryptanalysis techniques (e.g., brute force, 

differential cryptanalysis) 

Weaknesses 
Susceptible to attacks if the key is not properly 

managed 

More complex than simpler ciphers, which can make implementation 

harder 

  
Performance can degrade with large matrices or 

image sizes 

Requires a fixed key length and is computationally intensive for very 

small devices 

  
Less widely adopted, making it less tested in 

real-world scenarios 
Requires efficient implementation to maintain speed 

Security 
Moderate security, dependent on the key size 

and management 
Strong encryption, considered secure against most modern attacks 

Efficiency 
It can be less efficient for larger data due to 

matrix multiplication 
High efficiency, especially for bulk encryption of large datasets 

Flexibility 
Allows for integration with other encryption 

techniques 

Flexible key sizes (128, 192, 256 bits), allowing strong encryption 

options 
 

Materials and Methods 

In this session, we will explain some of the methods 

we use in this study. The proposed digital image 

encryption system uses a combination approach between 

Unimodular Hill Cipher and Advanced Encryption 

Standard (AES) (Muktyas et al., 2021; Dooley, 2013). 

The workflow of encryption and decryption is the one in 

this study is as follows: 
 
1. Preprocessing: Digital images are converted from a 

file format (e.g., PNG or JPEG) to a matrix 

representation, where each matrix element represents 
an image pixel. For color images, an RGB matrix is 

used (Zhang, 2022) 

2. Unimodular hill cipher encryption: The image matrix 

is divided into small blocks according to the size of the 

selected key matrix. Each block is encrypted using a 

Unimodular Hill Cipher, where an unimodular key 

matrix is used to perform a linear transformation on 

each pixel block (Arifin et al., 2022; Muktyas et al., 

2021; Lone and Qureshi, 2023) 

3. AES encryption: The encryption results from the 

Unimodular Hill Cipher are passed to the AES 
algorithm. AES encrypts every block of data generated 

from Hill Cipher, ensuring that layered security is 

applied to the image (Hussein and Amintoosi, 2023; 

Singh and Jayanthi, 2019) 

4. Decryption: The decryption process is carried out by 

reversing the encryption process, first using AES to 

decrypt the encrypted block and then using 

Unimodular Hill Cipher to return the original image 

matrix (Tan et al., 2021; Arifin et al., 2023a-b) 

5. Post-processing: Once all the decryption blocks are 

complete, the image matrix is rearranged into a 

readable digital image (Pagano et al., 2023) 
 

The selection of keys and the approach of the 

unimodular concept to ensure the security of digital images 

are as follows: 

a. Selection of unimodular hill cipher locks: The 

unimodular key matrix is chosen in such a way that its 

determinants are worth ±1. This ensures that the matrix 

can be inverted without losing information, which is an 
important condition in the decryption process 

b. AES key selection: AES symmetric keys are selected 

according to the desired block length (128-bit, 192-bit, 

or 256-bit). AES uses complex substitution and 

randomization processes to keep data secure, ensuring 

that images remain protected from brute force or 

cryptographic attacks 
 

The encryption algorithm and steps to implement the 

Unimodular Hill Cipher method and the integration process 

of the AES method as an additional algorithm to strengthen 

the security of the digital images used in this study are as 

follows (Jameel and Fadhel, 2022; Kanwal et al., 2021): 
 
1. Image to matrix conversion: Each pixel of a digital 

image is converted into a numerical value and organized 

in the form of a matrix (Acharya et al., 2010) 

2. Image blocks: The image matrix is divided into blocks 

according to the size of the predefined key matrix. For 
example, if the key matrix is 3×3 in size, the image will 

be divided into 3'3 blocks (Qobbi et al., 2022) 

3. Encryption with unimodular hill cipher: Each block is 

treated as a vector that will be multiplied by an 

unimodular key matrix. The result of this 

multiplication will be the ciphertext of the block (Arifin 

and Muktyas, 2021; Arifin and Muktyas, 2018) 

4. Result: An encrypted image in the form of a matrix 

that has been randomized by the Unimodular Hill 

Cipher method 

5. Cipher block conversion: The result of Unimodular 
Hill Cipher encryption is used as input for AES 

encryption (Paragas et al., 2019) 

6. AES encryption: The AES algorithm uses a pre-

selected key to encrypt blocks of data originating from 

the Unimodular Hill Cipher (Chauhdary et al., 2022) 
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7. AES will implement substitution, permutation, and 

randomization processes, making encrypted images 

more difficult to crack (Noor Muchsin et al., 2019) 

8. Decryption: On the receiver side, the encrypted block 
is first decrypted using AES, followed by the 

Unimodular Hill Cipher, to return the original image 

(Vinichenko et al., 2021) 

 

The implementation of Python code and the 

description of some Python libraries used in this study 

are as follows (Abdillah et al., 2021): 
 

i) NumPy: Used to handle matrix and vector 

operations on digital images, especially in 

Unimodular Hill Cipher applications 

ii) Pillow (PIL): Used to read and manipulate digital 

images in common formats such as PNG, JPEG, etc. 

iii) PyCryptodome: Used for the implementation of 

AES in data encryption and decryption 

iv) Matplotlib: Used to visualize original and encrypted 

images and compare the results. The development of 

Python code for the process of encrypting and 

decrypting digital images has been incorporated into 

the researcher's Google Colab account, and readers 

can view and develop it by accessing the following 

link: https://bit.ly/uhc-aes-image. Further, the 

following Fig. (3) is a view of the proposed program 

code (Claudio et al., 2022; Zhou et al., 2021) 
 

The following is a general summary of the menu 

provided in Fig. (3): 

 

a) Encryption: This section will handle the encryption 

process. Unimodular Hill Cipher is used as the first layer 

of encryption to map the original digital image to its 

initial encrypted form. After that, AES will be used as a 

second layer to increase security by utilizing encrypted 

symmetric keys 

b) Decryption: In this part, the decryption process is 

carried out. Digital images encrypted via AES will be 

decrypted first, followed by a Unimodular Hill 
Cipher decryption process to recover the original 

digital images 

c) Original text histogram and frequency analysis: 

Histogram analysis of the frequency of letters in the 

original digital image is performed to see the 

distribution of characters. This is useful in studying 

frequency patterns that can be helpful in cryptoanalysis 

attacks on simpler encryption methods 

d) Encrypted text histogram and frequency analysis: 

After the encrypted digital image is encrypted, the 

letter frequency histogram of the encrypted digital 
image is generated. Typically, good encryption 

results in a more uniform distribution of characters, 

making frequency analysis more difficult 

 
 
Fig. 3: Main program view 
 
e) Correlation analysis: This analysis measures the 

relationship between the original digital image and 

the encrypted digital image. A low or non-existent 

correlation is a strong sign of encryption because the 

relationship between the original digital image and 

the encrypted digital image should be unpredictable 

f) Speed and performance analysis: Here, you measure 

the speed and performance of encryption and 
decryption algorithms, comparing how long it takes to 

process a particular data, especially on large file sizes 

g) Entropy analysis: Entropy is a measure of 

uncertainty or randomness. The higher the entropy 

of an encrypted digital image, the more difficult it is 

to guess the patterns or characters that may be 

present, indicating the strength of the encryption 

h) Exit: This section will terminate the program 

(Kordov, 2021; Sutthisompohn and Kusol, 2021; 

Shamsa Kanwal et al., 2022) 
 

Results 

In this session, the results and discussion of this 

study will be discussed. The original digital image 

source used to implement the program offered can be 

seen in the following Fig. (4), which has an image size 

of 1500'843 pixels and a file size of 164.3 KB. 
Table (2) contains an analysis of the encryption 

process on the given digital image, which consists of 

changing password 1. The results of the study show that 

the larger the password 1, the greater the encryption time 

required. Furthermore, the results of the correlation 

analysis using Jaccard similarity show that there is no 

correlation between the original digital image and the 
encrypted digital image, which also means that a strong 

encryption process has occurred. On the other hand, in the 

entropy value column, the resulting values indicate that 

the encrypted digital image has good security from a 

cryptographic perspective because it is difficult for attackers 

to find patterns that can be used to break the encryption. 
 

 
 
Fig. 4: Original digital image (Samodro, 2024) 

https://bit.ly/uhc-aes-image
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Table (3) is the result of the encryption of the digital 

image provided. With the password given, it will provide the 

result of encryption of digital images that are increasingly 

gray and difficult to distinguish from the original digital 
image. Further, the encrypted image shows that every 

element of the original image has been scrambled into a 

completely unrecognizable shape. The colors and patterns 

present in the original image have changed drastically 

through an encryption process, making it a random look with 

no meaningful visual patterns. This change is due to an 

encryption algorithm that has changed the value of each pixel 

based on a unique encryption key. Thus, although the size 
and resolution of the image remain the same, its contents 

have been completely disguised so that no information can 

be retrieved directly from the encrypted image without the 

appropriate key to decrypt it. 

 
Table 2: Analysis of time, correlation, and entropy 

Password 1 Password 2 Encryption time 
(seconds) 

Decryption time 
(seconds) 

Encryption file size  
(Kbytes) 

Jaccard 
similarity 

The value 
of entropy 

2 2020 0.897451162 1.312263727 4947.2640000 0.00 7.6314 
20 2020 1.389388561 1.277773142 4947.2705000 0.00 7.6336 
100 2020 1.924169302 1.784979343 4947.2773000 0.00 7.6314 
900(max value) 2020 66.12623644 67.03863573 4947.2695300 0.00 7.6325 
2 20202024 0.860365152 0.740767956 4947.2714800 0.00 7.6314 

20 20202024 1.390430212 1.269494295 4947.2587890 0.00 7.6332 
100 20202024 1.902062416 1.798160315 4947.2607421 0.00 7.6330 
900(max value) 20202024 64.99629903 67.27529526 4947.2646400 0.00 7.6321 

 
Table 3: Analysis of encrypted digital images 

Password 1 Password 2 UHC encryption UHC+AES encryption 

2 2020 

  
20 2020 

  
100 2020 

  
900 (max value) 2020 

  
2 20202024 

  
20 20202024 

  
100 20202024 

  
900 
(max value) 

20202024 
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Visual analysis showed that there was no indication of 

the original content of the image, which is evidence of the 

effectiveness of the encryption algorithm used. This 

encryption ensures that the image is protected from 
unauthorized data access attempts, providing high 

security in the storage and transmission of image data. 

The Table displays the relationship between Password 1 

and Password 2, alongside the encryption results for two 

methods: UHC encryption and UHC + AES encryption. 

This Table highlights how varying password 

combinations impact the effectiveness of the encryption 

process on digital images, providing a clear comparison 

between the two encryption approaches. 

Table (4) shows the results of histogram analysis of 

the colors of the given digital images and the images 
encrypted using the proposed UHC-AES method. 

Histogram analysis of the original image shows a highly 

focused distribution of pixels on a few specific color 

values with clearly visible frequencies. This indicates that 

the original image has areas with dominant colors or 

easily recognizable patterns. This uneven distribution of 

frequencies provides a visual clue about the content of the 

image. The image depicts the frequency distribution of 

pixel intensities for the Red, Green, and Blue (RGB) color 

channels in an image. Each histogram represents how 

often pixel intensity values (Ranging from 0-255) occur 

in the respective color channel. The red channel shows a 
concentration of pixels with low-intensity values, with a 

few spikes at higher values, indicating that the image 

contains predominantly dark red tones with sparse 

brighter red elements. Similarly, the green and blue 

channels display a similar pattern, where most pixels have 

low-intensity values, suggesting the image is dominated 

by darker shades in these channels as well. 

This distribution suggests that the image overall has a 

darker tone across all three channels, with limited bright 
colors. The sparse spikes at higher intensity values in each 

channel might represent isolated bright regions or specific 

color highlights in the image. These histograms are 

commonly used in image processing to analyze color 

distributions, adjust brightness and contrast, or identify 

patterns for further analysis, such as encryption, 

compression, or feature extraction tasks. 

On the other hand, histogram analysis of encrypted 

images shows an almost uniform distribution of pixels across 

the color spectrum. There is no visible pattern or specific 

dominant area, which indicates that each pixel in the image 
has been effectively randomized by the encryption 

algorithm. Frequency analysis of encrypted images also 

showed more random results, where the distribution of 

intensity values was close to the same degree of freedom 

across the images. This is an indicator that the encryption 

algorithm is working well at disguising the content of the 

original image, eliminating visual patterns that can be used 

in image-based cryptanalysis attacks. Overall, the histogram 

and frequency comparison between the original and 

encrypted images shows the successful transformation of the 

structured image into a random image, increasing the 

security of the data it contains. This is stated in the following 
Table (5), especially for password one fixed and password 

two moving up and vice versa that presents the histogram 

analysis of encrypted images, which includes three key 

components: Password 1, 2, and the Encryption Histogram 

of UHC + AES.  
 
Table 4: Histogram analysis of the original image 

Password 1 Password 2 Encryption Histogram of UHC + AES 

Original 
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Table 5: Histogram analysis of encrypted images 

Password 
1 

Password 
2 

Encryption histogram of UHC + 
AES 

2 2020 

 
900 2020220

24 

 

 

These components illustrate the impact of different 

password inputs on the encryption process and highlight 

the distribution of pixel intensity values in the encrypted 

images generated using the combined Unimodular Hill 

Cipher (UHC) and Advanced Encryption Standard (AES) 

method. This analysis demonstrates the effectiveness of 

the hybrid encryption technique in producing randomized 

and uncorrelated pixel distributions, ensuring robust 

security for digital image encryption. Note that Table (5) 

will close this session. 

Discussion 

Some research talks about emerging security attacks 

and relates them to our work. For instance, Supersingular 

Isogeny Key Encapsulation (SIKE) employs fast isogeny 

accelerator architectures to achieve quantum resistance 

and IND-CCA security. However, its implementation 

must be constant to mitigate vulnerabilities such as timing 

and power analysis side-channel attacks. Similarly, 

Koblitz curve cryptography, designed for extremely 

constrained environments, leverages efficient hardware 

techniques like Gaussian Normal Basis (GNB) multipliers 

to optimize performance. Despite their advantages, these 

techniques face risks from improper hardware design, 

such as vulnerabilities in rewiring or register sharing, 

which could lead to fault injection or differential attacks. 

Our work builds on these insights by integrating advanced 

cryptographic methods with fault detection mechanisms, 

enhancing security while maintaining performance in 

constrained applications (Koziel et al., 2020; 

Azarderakhsh et al., 2014). 

Moreover, here is some research about fault detection 

and cryptography that relates to our work. Fault injection 

attacks pose a significant threat to cryptographic systems, 

particularly in disrupting encryption integrity. For 

example, parity-based fault detection schemes for S-

boxes have been shown to effectively mitigate such 

vulnerabilities by maximizing error coverage with 

minimal overhead. Concurrent error detection methods, as 

demonstrated in secure implementations of SHA-3, 

enhance reliability by integrating precomputing 

mechanisms to withstand faults while maintaining 

performance efficiency. Similarly, side-channel attacks 

targeting non-linear S-boxes can be countered using 

Threshold Implementation (TI) techniques, which 

incorporate lightweight error detection through share-

swapping. These advancements emphasize the critical 

role of robust fault and error detection strategies, aligning 

with our efforts to improve security and reliability in 

cryptographic systems (Kermani and Reyhani-Masoleh, 

2006; Siavash et al., 2014; Kermani et al., 2018). 

While our hybrid method demonstrates improved 

encryption efficiency, challenges persist. The 

computational overhead introduced by AES, particularly 

for high-resolution images, necessitates further 

optimization. Moreover, potential vulnerabilities in key 

exchange mechanisms require exploration to mitigate 

man-in-the-middle attacks in networked environments. 

Conclusion 

The conclusion of this study is as follows. The 

encryption process that is carried out shows the 

effectiveness of hiding the original information from 

images or text through the application of strong 

encryption algorithms. Using a combination of methods 

such as Unimodular Hill Cipher and AES, the original 

data was successfully transformed into an unrecognizable 

form, both visually and through statistical analysis. 

Histogram and frequency analysis showed that this 

encryption was able to eliminate patterns that are usually 

used for cryptanalysis, thus increasing the level of 

security. However, challenges remain, including 

optimizing encryption speeds for larger files and 

developing more efficient methods to keep data secure 

without sacrificing performance. Overall, the results of 

this study contribute positively to the improvement of 
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digital data security and open up opportunities for further 

research in the field of cryptography. 

Although this study demonstrates the effectiveness of 

the combination of Unimodular Hill Cipher and AES 

methods in protecting digital data, some open issues still 

need to be investigated further. One of the main 

challenges is the efficiency of the algorithm when applied 

to large files, such as high-resolution images or complex 

audio-video data. Moreover, although encryption can 

disguise patterns from frequency analysis, the potential 

for artificial intelligence-based cryptanalysis attacks is 

still an unsolved threat. Another problem is the increased 

speed of decryption, which sometimes requires high 

computing power and can be a bottleneck in real-time 

applications. Future research needs to explore more 

efficient and secure hybrid algorithms, as well as consider 

methods to speed up the encryption and decryption 

process without sacrificing security levels. 

Future work on this hybrid encryption system could 

explore the integration of machine-learning-driven 

anomaly detection mechanisms to identify and mitigate 

cryptographic attacks in real-time. Additionally, 

optimized versions of the proposed method could be 

developed to enhance encryption and decryption 

efficiency for real-time multimedia streaming 

applications. Furthermore, the system's performance 

should be analyzed within quantum-safe cryptographic 

frameworks to ensure resilience against emerging threats 

posed by quantum computing advancements. 
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