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Abstract: Data is a primary by-product of each business. A typical business
organization uses a database system to store and manage data. On the other
hand, databases are the primary target of hackers and attackers. The existing
literature shows that modern database systems are vulnerable to various data
breaches, cyberattacks, or malware attacks. Modern business organizations and
e-commerce owners look to protect their sensitive data by using secure
database solutions that ensure restriction to unauthorized access, modification,
or deletion of data. In the last decade, business organizations have also been
relying on cloud-based storage solutions and these are also facing various
security threats. Considering the sensitivity of database security, there is a need
to investigate the existing security challenges to databases, existing well-
known threats, and their possible solutions. A systematic literature review was
conducted to explore the impact of well-known security threats such as SQL
injection, Denial of Service (DoS) attacks, supply chain attacks, ransomware,
unauthorized access, etc. on modern business and e-commerce systems and this
study presents the import insights of the study, observations and findings of
this review-based study. The findings are synthesized to define a set of
guidelines for security analysts, database administrators, and researchers to
understand and mitigate continually evolving security threats to databases.
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SQL Injection Attacks: SQL injection is a well-known

vulnerability and a significant attack on databases

(Yacono, 2022). Modern automated tools can make it

quite simple to find and exploit weaknesses in modern

e-commerce and web applications that are connected
to various databases

2. Ransomware Attacks: A recent trend in ransomware
attacks is a threat by the attackers to a user for not only
encrypting the user's data but also leaking the user's
sensitive information (Anciaux et al., 2019)

3. Supply Chain Attacks: These days breaches like the
SolarWinds attack can lead to large-scale access to
databases of multiple organizations

4. Insider Threats: The risk of insider threats has

increased after the culture of remote work increased

resulting in more accidental data exposures or deliberate

disruption of data (Wilson, 1988)

Introduction 1.

Modern companies are generating large volumes of
data on a daily basis and this exponentially growing
data is stored in a database for future usage. Relational
databases have been a primary choice for storing and
managing data for the last many decades. Additionally,
historical data can be quite useful in providing
significant intuition and assisting in decision-making in
various aspects of an organization (Bertino, 2016).
These days data is not only considered critically
important for any business organization but also data is
a source of innovation, future forecasting, and strategic
planning of an organization. Modern businesses
understand the power of data and they plan to harness
the power of data with the help of data analysis and data
mining techniques (Fleiner et al., 2022). However, in
all this process, the database carries the role of central

spot since it is a database system that ensures structured
storage of data and timely accessibility and
management of data. Following are the latest trends in
threats and attacks to databases:
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Brute Force Attacks: Modern automated tools and bots
have increased the frequency and scale of brute force
attacks to target cloud databases and services with
reused or weak passwords (Mousa et al., 2020)
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6. Zero-Day Exploits: Recently, the investment in bug
bounty programs has been increased and
vulnerabilities have made zero-day a dangerous threat
to database systems

7. Data Exfiltration Attacks: In the recent rise of
"Exfiltration-as-a-service" models, attackers sell tools
or access to naive attackers to extract data from databases

This study presents a review-based study that was
primarily conducted to investigate the current security
challenges and well-known threats to databases and their
possible solutions. The study also aims to investigate the
impact of well-known security threats such as SQL
injection, Denial of Service (DoS) attacks, unauthorized
access, etc. on modern business (Kothari et al., 2019). The
observations and findings of this review-based study are
finally synthesized to suggest and guide security analysts,
database administrators, and researchers so that they can
understand the severity of the threats and plan to mitigate
the constantly evolving security threats to databases.

To understand the modern-day challenges to database
security, experts recommend deploying the CIA triad. The
net section explains the significance of the CIA triad.

Observing CIA Triad

The CIA triad or triangle defines the three most
important pillars of database security that should be of
prime importance. CIA stands for Confidentiality,
Integrity, and Availability (CIA) as shown in Fig. (1). CIA
is a multi-faceted but fundamental concept of database
systems’ security. Organizations have to establish a
balance between the security of database systems and the
integrity and availability of database systems.
Organizations can use the CIA triad to assess the current
security threats and risks in their database systems and
also plan to address them (Wilson, 1988). Organizations
can benefit from the CIA triad since it serves as an
elementary structure to design and evaluate various
security aspects, facets, and policies for databases
(Mousa et al., 2020).
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Fig. 1: CIA triad and its basic components
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Following is the description of each pillar of the
CIA triad.

Confidentiality

Confidentiality is a process that takes care of data
privacy and secrecy. In terms of confidentiality, one must
ensure illegal access to data to avoid any misuse of data.
In implementing confidentiality in an organization
modern techniques and practices like encryption can be
helpful in improving the security of data. The databases
storing data in encrypted format are more secure (such as
MySQL) than the databases securing data in plain format.
On the other hand, encryption can also be helpful in
securely transmitting data.

Integrity

Integrity is a process that ensures fair and reliable use
of data. Such reliability and fairness in data usage can be
achieved by inhibiting fraudulent and unlawful access to
data. In a modern database system, integrity can be
implemented by ensuring only authorized and legitimate
access to database systems.

Availability

Availability is a process that ensures the prevention of
a database system from malicious attacks, threats, and
software faults. Such attacks and faults can cause
unavailability of data and inaccessibility of a database for
a certain period. Whereas the mechanism of availability
helps to successfully recover data and database after
intended hardware and software faults. In the literature, it
is reported that machine learning can be helpful in
handling DoS attacks and ensuring the continuous
availability of data (Kothari et al., 2019).

Modern database systems are exposed to various types
of security threats and attacks as discussed above. Such
threats include illegal access to data that can result in
illegal and unauthorized modification or deletion of data.
Other security-related challenges that a business is facing
these days are privacy, integrity, security, and availability
(Kothari et al., 2019). Typically, the security threats to a
database are certain activities or steps that can put the
security and privacy of data at risk. Hacking and
cyberattacks can be the main source of security threats.
Hacking and misuse of data can have serious impacts on
a company such as damage to reputation, business loss, or
some legal or financial charges. To avoid such financial,
legal, or repute losses, an organization has to continually
assess and update its database system and ensure the
security aspect of its database system (Sarmah, 2019).
Organizations also have to bear a huge cost to protect
their data and database systems from threats (Paul and
Aithal, 2019).
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Literature Review Methodology

The literature review presented in this article is based
on the methodology described by Brereton et al. (2007)
The systematic review process is divided into three phases
such as planning, conducting, and concluding. The
devised protocol of SLR is shown in Fig. (2).

In the second phase of this protocol, the selection
criteria of the studies are defined. The third phase of this
protocol concludes the observations of the study and the
findings of the whole review process.

Research Questions

After a detailed discussion with experts and
researchers, a set of research questions was devised as
given in Table (1). The main objective of these research
questions is to identify potential threats and risks to
database security reported in the literature. This review
conducted in this study will also synthesize the possible
solutions reported in the existing studies. The second
major objective of this study was to find out the major
publications forums and trends of the studies addressing
the challenges in database security.

Conducting Search

In the second phase of the methodology, a search
strategy was devised to find all the relevant studies in the
area of database security. The strategy for searching the
relevant studies is based on the three steps below:

1. Data sources selection
2. Detection of search terms
3. Short-listing of studies using inclusion/exclusion criteria

Phase-1 | Need of Systematic

Planning Review

Phase-I1 | Primary studies

Conduct selection criteria
-H"“C'm ]
Conclusion

Fig. 2: Devised protocol for the Systematic Literature Review
(SLR) study

Table 1: Intended RQs and their potential bases
No. Research Bases
Questions (RQ)

Table 2: Identified research databases

Data Origins Website URL

IEEEXplore http://ieeexplore.ieee.org/Xplore/
Digital Library

The ACM Digital http://dl.acm.org/

Library

SpringerLink http://www.springerlink.com/

ScienceDirect http://www.sciencedirect.com/

RQI What are potential
threats and risks to
database  security
and what are its
solutions?

RQ2 What are the
publication forums
and trends of the
intended studies in
Database security?

The main objective of this
question is to investigate the
potential threats and risks to
database security and find
solutions

The main objective of this
research question is to
identify forums and trends of
publication  of intended
studies

Identifying Research Databases

In this SLR, first of all, a set of five major data sources
were identified to search for the relevant studies. All these
research databases were thoroughly searched to find the
relevant case studies. The databases used for searching
studies are shown in Table (2).

These databases were selected since the databases
cover all the journals, conferences, workshops, and
symposiums that publish challenges in database security.
Among the studies searched from these databases, only
the complete, published, and peer-reviewed publications
were selected. A set of research keywords were defined to
thoroughly review the studies. Search terms like threats,
risks, attacks, malware, database, security, privacy, etc.,
were used in the search. The logical operators AND and
OR were also used to search different combinations of the
keywords. After using the search terms a total of 483
studies were collected. Here, the duplicate studies were
truncated to reduce the total to 254 studies.

Criteria for Study Selection

This section defines the criteria used for study
selection in this SLR. The used criteria are divided into
two phases. The initial selection of the studies and
detailed selection of the studies. The initial criterion of
selection is given below:

1. Select studies due to relevant titles
2. Select studies due to their relevance in the abstract

By using the initial criterion, a total of 91 studies were
selected. To further rationalize the selection process and
fine-tune the screening of studies inclusion/exclusion
criteria were also defined. The studies were included
based on the following points:

e Select the studies that address challenges/issues in
database security

e Select the studies that are peer-reviewed

e Select the studies published from 2005-2024

o Select the studies written in the English language

Studies are
exclusion criteria:

rejected that met the following
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e Exclude the studies that do not match the research
questions
o Exclude the studies that have less than 5 pages

These inclusion and exclusion criteria were
thoroughly applied to all 91 studies and finally, we left
with 23 studies.

Results and Discussion

The key observations and findings of this review-
based study are given in this section. The research
questions given in Table (1) are discussed in this section.
RQL1 investigates the key challenge in the area and RQ2
explores the publication forums and venues of the selected
studies in this review.

RQ1. What are Potential Threats and Risks to
Database Security and What are its Solutions?

The selected studies were examined in detail and all
the key issues and challenges related to the security and
privacy of databases were identified. The identified
challenges are discussed in the following section, in detail.

Key Challenges

This section highlights the key factors and challenges
intertwined with database security, including data,
defense systems, and external influences. Table (3)
highlights the major security threats and their relevant
studies available in the literature.

Table (3) shows that the internal threats, SQL
injection, Weak audit trial, and privilege of abuse are the
most significantly addressed security attacks in the
literature. However, Denial of Service, malware attacks,
and platform vulnerability are the relatively less focused
security threats or attacks in the literature. Security threats
like ransomware attacks, supply chain attacks, insider
threats, brute force attacks, zero-day exploits, and data
exfiltration attacks are occasionally discussed in the
literature or not discussed in the literature. The
classification shown in Table (3) explains the focus of
security experts especially in the domain of databases and
e-commerce systems.

Relevant Studies Selected In Earh Area Of Study

External Threats
12%

Privilege Abuse
13%

Platform Vulnerability
6%

Internal Threats
15¢

Weak Authentication
12%

Weak Audit Trial
13%

SQL Injection
15%

Fig. 3: The proportion of major security threats and attacks in
selected studies
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Figure (3) shows the proportion of the relevant studies
on each type of potential security threat for database
systems. SQL Injection and Internal Threats to databases
lead with a 15% share each. On the other side, privilege
abuse and weak audit trials keep a share of 13% each in
the research studies. However, Weak authentication and
external threats trail with 12% share each in the addressed
studies. Denial of Service and Malware attacks on
databases have a share of 7% each and platform
vulnerability has a share of 6% in the literature. Four
primary sources of threats as mentioned in Fig. (4) are:
Weak protection of data, user misconduct, vulnerabilities,
and external threats.

Table 3: Major security threats and identified studies
Threat Relevant studies

Chakraborty (2022); Rijah (2021);
Geri¢ and Hutinski (2007)

Sallam and Bertin  (2019);
Chakraborty (2022); Rijah (2021);
Bertino and Sandhu (2005); Zeb
(2018)

Chakraborty (2022); Lawal et al.
(2022); Pevnev and Kapchynskyi
(2018)

Chakraborty (2022); Geri¢ and
Hutinski  (2007); Pevnev and
Kapchynskyi (2018)

Chakraborty (2022); Rijah (2021);
Lawal et al. (2022); Pevnev and
Kapchynskyi (2018)

Chakraborty (2022); Khanuja and
Adane (2011); Lawal et al. (2022),
Stahlberg ef al. (2007); Pevnev and
Kapchynskyi (2018)

Rijah (2021); Khanuja and Adane
(2011); Lawal et al. (2022); Bertino
and Sandhu (2005); Pevnev and
Kapchynskyi (2018); Zeb (2018)
Ghorbanzadeh et al. (2010);

Lawal et al. (2022)

Lawal et al. (2022); Bertino and
Sandhu (2005); Zeb (2018)

External threats

Internal threats

Denial of Service
(DoS)

Malware

SQL injection

Weak audit trail

Weak
authentication

Platform
vulnerability

Privilege abuse

Security Threats to Database
]
‘Weak Data Protection User Mlsr:undur:l ‘- IllDEl‘abI]lllei Exlemal Threats
|: Data Tampering ‘Weak Authentication Bugs and Errors DOS attack
‘Weak Audit Trial Previlege Elevation Wrong Identification Unathorized Access

Fig. 4: Classification of database security threats and attacks
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Weak data protection is further classified into data
tampering and weak audit trials. User misconduct is
further classified into weak authentication, privilege
elevation, and privilege abuse. Vulnerabilities can also be
of many sub-types such as bugs and errors, wrong
identification, platform wvulnerabilities, and protocol
vulnerabilities. External threats may be categorized into
DOS attacks, unauthorized access, SQL injection,
malware, and other cyber-attacks (Wang et al., 2021).
From the list of attacks discussed in Fig. (4), the most
important threats and attacks are discussed below.

Illegal Act

An illegal act by a user refers to any activity that is
performed by an authorized user that can cause any risk to
the value of that organization. When an authorized user
misuses data, services, or any facility of the system that
he is not entitled to is known as an internal threat. Such
internal threats can be the main source of a data breach or
serious loss to an organization (Yaseen et al., 2019).

Excessive Privilege Abuse

An organization should not give excessive privileges
to an employee. It is reported that around 80% of security
attacks are caused by present or former employees.
Secondly, assigning extra privileges or failing to revoke
them promptly makes it overly easy for these individuals to
engage in wrongful activities, some of which may even
occur unintentionally or without the awareness that they are
illegal (Malik and Patel, 2016). This abuse of lawful
privileges can be viewed as a weakness because it creates a
security vulnerability within the database.

Weak Audit Trail

Organizations need to implement strong audit policies
and ensure the availability of adequate technology to cope
with the various threats to databases. It is reported in the
literature that various security threats occur due to non-
compliance with an organization’s policies. An
organization can face serious threats to its sensitive data
if the organization has not properly recorded the audit
information (Malik and Patel, 2016). On the other hand,
an organization cannot meet certain regulatory
requirements of the industry and government due to weak
audit trials. To strengthen the security of a database system,
an organization should improve its capabilities to audit.

SQL Injection

In this type of threat, known as SQL injection, a
malicious attacker exploits vulnerabilities in a system to
execute unauthorized SQL (Structured Query Language)
statements. These SQL statements are "injected” into
existing code or a data channel. Such injected code can be
based on a set of input parameters and stored procedures.
SQL injection can be very dangerous for database systems

29

since it can help in gaining unauthorized access to a
database. Such unauthorized access to a database can result
in serious data breaches or data leaks (Deepika, 2015).

Denial K of Service (DoS/DDoS)

A Denial of Service (DoS) attack is used to make a
database server stuck and ineffective. DoS attack is
launched by sending fake network traffic in bulk to a
database server to choke it. Cybercriminals generate such
fake network traffic using multiple hacked computers or
machines. The objective is to overwhelm the database
server with this influx of fake requests, rendering it unable
to process legitimate requests from actual users. As a
result, the database server may either cash or become
highly unstable, leading to disruptions in its normal
operations (Singh et al., 2021).

Privilege Elevation

The individuals with malicious intentions do target
database platform software and can exploit weaknesses to
get unauthorized access or to raise their privileges from a
standard role to an admin role. The existing loopholes in
database implementation and software include the
integration of stored procedures, inherent capabilities,
implementation of protocols, etc. For instance, an employee
may contemplate exploiting a susceptible feature to get
administrative privileges within a database system.

Once this malicious developer attains administrative
privileges, they can carry out a range of harmful actions.
These actions may encompass disabling audit
mechanisms, creating fictitious data versions, initiating
fund transfers, and acquiring additional administrative
privileges (Teimoor, 2021).

Database Platform Vulnerabilities

A database may face a lot of threats, attacks, and risks
due to weaknesses in the implementation of a system. One
reason for such weaknesses can be the underlying
platform. A platform is a combination of hardware and an
operating system such as Windows or Linux. An attacker
can use the inherent vulnerabilities of a platform and can
get authorized access to the system or escalate his
privileges. A common vulnerability exists in the Intel Wi-
Fi driver and Intel pro set/wireless wi-fi software
extension. The attackers can use this platform's
vulnerability and can elevate the privileges of existing
users (Yaseen et al., 2021). Attackers can further exploit
this loophole to stop services and access sensitive
information from a database a system.

Database Protocol Vulnerabilities

Besides certain platform vulnerabilities posed to a
system, there can also be a few protocol vulnerabilities
that can cause a serious threat to the database systems.
Attackers use loopholes and weaknesses in
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communication protocols to get unauthorized access to
the database servers (Bajwa et al., 2016). Attackers
exploit these vulnerabilities and can launch DoS attacks,
data hacking, and other attacks.

Weak Authentication

Another major reason for data breaches and data leaks
is the weak authentication process of a database. It is
possible that the login credentials of the authorized users
may be stolen and then misused to access a database
(Teimoor, 2021). Usually, attackers use various methods
and approaches to steal user’s credentials. A few of these
methods are below:

e Cryptanalytic attack
¢ Social engineering
o Direct credential theft

Malware

Malware is malicious software that is typically
developed to exploit inherent weaknesses in a system,
unlawfully excess its data, and damage it. Malware can be
a direct threat to the privacy, security, or integrity of a
database system (Singh et al., 2022). A typical malware is
very much capable of infecting a database server and
illegally accessing its data. It can also cause major
security threats such as data breaches, data distortion,
illegal access, and other serious security threats.

Solutions

The literature also suggests and recommends
guidelines to counter various security threats and tacks to
databases. A few of the solutions suggested in the
literature are documented below:

e Use database firewalls such as packet filter firewalls,
proxy server firewalls, and Stateful Packet Inspection
(SPI) [S04]

e Strong audit trails and records can help to minimize
threats and attacks to databases (Malik and Patel, 2016)

e SQL injection can be prevented by taking a few
security measures like proper validation of input, using
parameterized queries, and implementing proper
access control (Deepika, 2015)

e Standardized hardware should be used to avoid
platform vulnerabilities

e The communication protocol attacks can be
countered using the “protocol validation”
technique. This technique can assess, dissect, and
compare database traffic. It can detect unusual
patterns in data traffic and can warn about attacks in
time (Bajwa et al., 2016)

e Strong authentication mechanisms should be
implemented in database systems to avoid any
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possible hacking threats. Users need to be properly
educated on the best practices of security.
Furthermore, admins need to regularly monitor and
audit access to protect against security threats
(Teimoor, 2021)

e A database system can be protected against malware
attacks by using proper anti-virus or anti-malware
programs. To ensure the integrity and security of a
database system, robust malware protection
measures need to be implemented on a database
server (Singh et al., 2022)

RQ2. What are the Publication forums and Trends of
the Intended Studies in Database Security?

All 21 selected studies were analyzed to investigate
their publication forums, venues, and year. Figure (5)
shows that the selected studies were 48% published in
journals and 52% were published in conferences.

Besides the publication forums, Further, the selected
studies were investigated to find out the publication
venues. It is shown in Fig. (6) that 33% of studies were
published by IEEE and 10% of studies were published
by ACM. However, 57% of studies were published by
other publishers.

Besides the publications forums and venues, the
selected studies are also analyzed to find out the year of
the publication to understand the publication trends in the
area of database security. Figure (7) shows that from the
year 2005-2024, there were 21 studies published. The
highest number of studies were published in 2019.

Conference vs Journal based studies

# Conference ® Journal

Fig. 5: The proportion of selected studies in each area of study

Popular publiction forums in selected Studies

W IEEE ACM

Others

Fig. 6: The proportion of selected studies in each area of study
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Fig. 7: The proportion of selected studies in each area of study

Figure (7) shows that from the year 2005-2022, There
is a continuous rise in the publications in the area of
database security.

Discussion

Modern database systems tend to be fragile against
possible security risks and threats. Smaller organizations
are frequently exposed to such risks and threats. However,
mid and large-size organizations are more fragile and
vulnerable to security attacks and threats since the larger
organizations have to deal with a larger chunk of sensitive
data (Brereton et al., 2007). A weak implementation of a
database system that does not exhibit the international
standards and guidelines of security tends to be more
vulnerable to malicious attacks. Modern organizations
can take necessary measures to minimize the
vulnerabilities in database systems, use the latest and
updated anti-virus systems, implement modern firewalls,
and train their employees to remain safe from possible
security threats and attacks.

Suggestions for Database Security

In the last two decades, the possible threats and attacks
to databases have increased more largely. Due to the rise
in potential risks and threats to databases, organizations
also have to be very careful and take necessary measures
to ensure the security and privacy of their database. In the
field of Information Technology (1T), A dedicated field of
security management provides a way of implementing a
structured approach to protect database systems. An
organization can adopt a particular methodology that
consists of the following steps.

Identifying the Risk Analysis

For adopting a seamless security management system
in an organization, the primary step is risk analysis. It is a
critical phase in adopting a methodology of database
security to perform risk analysis to identify potential risks
and threats to security. Every company should evaluate
and measure these risks based on their likelihood and
potential impact. This assessment helps companies
roughly estimate the risks and the associated costs. The
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concept of risk can be expressed as the product of harm
and the probability of its occurrence.

Establishing Security Policies and Procedures

Establishing a security policy is the next step after
conducting a risk analysis. This security policy serves
several purposes, including defining the framework for
information system resource utilization, specifying
security techniques to be applied across organization
departments in line with 1SO 2000X standards, and
educating users on IT security.

Developing Security Technigques

Implementing security techniques is essential to fulfill
security requirements, such as ensuring information
availability, integrity, confidentiality, and sometimes
sustainability in information systems. These techniques
encompass vulnerability audits, penetration tests (Pen-
Tests), data security measures like encryption and access
control, network security through tools like firewalls,
Intrusion Detection Systems (IDS), Intrusion Prevention
Systems (IPS), security information monitoring, user
education and the development of a business recovery
plan (Bala et al., 2024). After discussing the significance
of database security and the main aspects of data
protection, the next section will discuss the recent
threats targeting database security.

Quality Threats

The studies selected in this review-based study are
carefully selected. However, there is a possibility that the
findings of this review-based study may be biased due to
the following factors:

e There is a possibility that the selected studies may
have shown bias in results and the same bias may be
reflected in the results of this study

e Athorough survey was conducted using a set of search
terms and it was ensured that all relevant studies were
included in this study

e The election results and analysis results of this study
were vetted by another expert, as well to ensure
fairness and transparency in the results of this study

Conclusion

This study provides an overview of the major security
threats and attacks to database systems. Database security
threats can have significant and damaging consequences
if they are successfully executed. However, this study has
provided the current situation of security threats to
databases and provided new insights into the implications
of these threats to databases. It is also found that such
database security threats can severely compromise the
confidentiality, integrity, and availability of data within a
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database system, leading to a wide range of negative
outcomes. This study also states that the most common
database security threats are insider threats, excessive
privilege abuse, weak audit trail, SQL injection, Denial of
Service (DoS/DDoS) attacks, privilege elevation,
database platform vulnerabilities, database protocol
vulnerabilities, weak authentication, and malware attacks.
Modern business organizations and companies can take
various steps to practically implement the proposed
solutions such as identifying risk analysis, establishing
security policies and procedures, developing appropriate
security techniques, and deploying modern security tools.
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