
 

 

© 2026 Bhavesh Kumar Sharma, Sanatan Ratna and Rajiv Kumar. This open-access article is distributed under a Creative 

Commons Attribution (CC-BY) 4.0 license. 
 

 

Journal of Computer Science 

 
 

Review Article 

A Systematic Review of Adversarial Attacks: ML Techniques, 

Classification and Countermeasures 
 

Bhavesh Kumar Sharma1, Sanatan Ratna1 and Rajiv Kumar2  

 
1Amity School of Engineering and Technology, Amity University, Greater Noida Campus, Uttar Pradesh, India 
2School of Computer Application and Technology, Galgotias University, Greater Noida, Uttar Pradesh, India 

 
Article history 

Received: 20-12-2025 

Revised: 01-03-2026 

Accepted: 23-03-2026 

 

Corresponding Author: 

Bhavesh Kumar Sharma 

Amity School of Engineering 

and Technology, Amity 

University, Greater Noida 

Campus, Uttar Pradesh, India 
Email: bhaveshks2019@gmail.com 

Abstract: Machine Learning (ML) and Deep Learning (DL)-based 

technologies have made significant strides in areas such as computer vision, 

natural language processing, and autonomous systems. Yet they have been 

applied in high-stake applications, and have been found to be fragile through 

adversarial attacks-, maliciously crafted small distortions that fool models 

into making mistakes. From the pioneering work by Szegedy et al. (2014). 

Adversarial machine learning has since grown apace, including myriad 

attack strategies and defense approaches. In this systematic review, we study 

more than 150 peer-reviewed works published during the period of 2014-

2025 and provide a holistic taxonomy of attacks based on the knowledge 

requirement (white-box, gray-box, black-box), attack specificity (targeted 

vs. untargeted), perturbation nature (pixel-level, spatial, semantic), and 

persistence in terms of evasion and poisoning. The paper provides a critical 

assessment of defenses such as adversarial training, gradient masking, input 

preprocessing, architectural changes, detection and certified defenses. 

Summary Results show that defense mechanisms evolved enough but no 

single mechanism is sufficient to achieve total protection against all sort of 

attacks. Critical research gaps are also discussed on scalability, domain 

adaptation and robustness-accuracy trade-offs. Several ML methods to 

reinforce the defense (Hierarchical Ensemble Defense (HED), Distribution-

Aware Adversarial Training (DAAT), Self-Supervised robustness 

Enhancement (SSRE), Neural Architecture Search for Robustness NASR) 

and method to identify causal features towards increased robustness, Causal 

Robustness Analysis CRA is introduced, with preliminary experimental 

evidence. This survey provides the basis for researchers and practitioners 

interested in understanding, applying, and developing adversarial robustness 

for ML systems. 

 

Keywords: Adversarial Attacks, Machine Learning Security, Deep Learning 

Robustness, Defense Mechanisms, Neural Network Vulnerabilities, Certified 

Defenses 

 

Introduction 

The remarkable advances in Machine Learning (ML) 

and Deep Learning (DL) in computer vision, language 

processing, and autonomous systems have fueled their 

deployment in high‑stakes applications. However, the rate 

of adoption often outpaces our understanding of their 

strengths and limitations, particularly with respect to 

adversarial attacks. Since Szegedy et al. (2014) first 

identified adversarial examples, Goodfellow et al. (2014) 

further demonstrated that such attacks introduce small, 

often imperceptible perturbations that can cause models 

to make incorrect predictions, as illustrated in Figure 1. In 

the physical world, such attacks could cause autonomous 

cars to interpret signs incorrectly, facial recognition 

systems to turn away people they should welcome or 

artificial intelligence used in health care to misdiagnose 

patients. The cascading consequences of these failures are 

not limited to missed model-accuracy/performance 

guarantees but also include severe safety and 

privacy/security hazards. Adversarial machine learning is 

a rapidly growing area, and attacks and defenses have 

drawn much research interest in this field (Macas et al., 

2024), although somewhat fractured. 



Bhavesh Kumar Sharma et al. / Journal of Computer Science 2026, 22 (5): 1510.1520 

DOI: 10.3844/jcssp.2026.1510.1520 

 

1511 

 
 
Fig. 1: Evolution of adversarial attack research between 2014 and 2025 with the increase in publications for different attack categories. 

Key milestones are marked: first discovery of adversarial examples (2014), physical attacks introduced (2017), certified 

defenses emerged (2019) 

 

To address this fragmentation, the present paper provides 

a complete and structured survey: We analyze over 150 

papers, introduce a global taxonomy of attacks, assess 

defenses from critical standpoints, and highlight 

remaining open questions and promising research 

directions to harden ML. 

At a high level, the review, first, presents basic 

definitions, threat model and evaluation metrics. In the 

language of machine learning, a model is simply a 

function from inputs to outputs, and adversarial examples 

are input values that have their output prediction 

actionably changed. Based on the objective of the 

attacks, they may be categorized according to the nature 

of goal (targeted or untargeted), knowledge about model 

(white-box or black-box) and auxiliary constraints 

imposed on perturbation such as imperceptibility 

constraint and norm constraints. Attacks can be digital or 

physical, at training time or test time. Likewise, defence 

evaluation includes multiple considerations on attack 

success rate, perturbation magnitude, perceptual 

distortion, computational complexity, empirical 

robustness and certified robustness CLEVER scores, 

transferability at once. Adaptive evaluation (i.e., 

evaluating defenses for customized attacks) is also 

critical. Nothing destroys the positive claims of theory 

faster than substituting them with standards that aren't 

related to fact, or don't take into account the 

contingencies one is meant to work under. 

Materials and Methods 

To give a comprehensive view of adversarial attacks, 

their taxonomy, and defense strategies, in this article we 

followed a systematic procedure by PRISMA (Preferred 

Reporting Items for Systematic Reviews and Meta‐

Analyses) guidelines (Page et al., 2021). In order to ensure 

rigor, transparency and reproducibility, this section 

outlines the methodology used. 

Research Questions 

Our study was guided by the following research 

questions:  

 

RQ1: What are the most popular methodologies and 

machine learning algorithms adopted for creating 

adversarial examples against machine learning 

models?  

RQ2: Is there a taxonomy-based systematic approach to 

classify adversarial attacks which we will use as 

categorization of the research area?  



Bhavesh Kumar Sharma et al. / Journal of Computer Science 2026, 22 (5): 1510.1520 

DOI: 10.3844/jcssp.2026.1510.1520 

 

1512 

RQ3: What are the potential defense mechanisms as well 

as ML based methods to defends against adversarial 

attacks and their effectiveness?  

RQ4: What are the new challenges, trends and future 

directions of adversarial machine learning?  

 

These questions were intended to frame the 

fundamental aspects of adversarial attack and structure 

them with an organized format:  

 

RQ1: Investigates the technique means of the adversarial 

example production from an ML perspective (Xiao 

et al., 2018) 

RQ2: The RQ2 aims to have a stable taxonomy for 

attacking patterns 

RQ3: Defenses and ML Techniques utilized by the 

proposed approaches for their securement from 

diverse type of attacks  

RQ4: Identifies current/emerging research trends and 

needs for future studies 

 

Search Strategy and Databases 

A systematic literature review was performed in 

several academic databases: IEEE Xplore Digital Library, 

ACM Digital Library, ScienceDirect (Elsevier), 

SpringerLink, Web of Science and arXiv preprint 

repository. The search was conducted between January 

2014 and February 2025. We used the search strings: 

("adversarial attack" OR "adversarial example" OR 

"adversarial perturbation") AND ("machine learning" OR 

"deep learning" OR "neural network") AND ("defense" 

or “robustness” or “security”). Search terms were 

combined using Boolean operators, and database-specific 

syntax was modified as required. 

Inclusion and Exclusion Criteria 

Inclusion criteria We will include studies that: 

 

(a) Report the introduction of new adversarial attack 

techniques 

(b) Propose novel defense mechanisms 

(c) Suggest theoretical findings related to adversarial 

vulnerability and robustness 

(d) Perform empirical evaluations or comparisons using 

adversarial attacks or defenses; Vadillo et al., 2025 

constituted peer-review8ed papers on the topic 

 

Exclusion criteria Papers are only application of 

existing methods without new interpretation; High-level 

surveys or reviews without additional analysis (Ma et al., 

2018); Privacy attacks were considered instead of 

adversarial examples (Wong and Kolter, 2018); Short 

papers, extended abstracts, workshop papers with limited 

technical content; Duplicates and non-academic articles. 

Study Selection and Data Extraction 

The screening involved two steps: Reading paper 

titles and abstracts to exclude inappropriate studies, and 

then reading the full text papers for inclusion. A total of 

743 publications were screened and after excluding 

duplicates and applying the eligibility criteria, there were 

152 publications eligible for final analysis. Figure 1 in the 

supplementary materials presents the PRISMA flow 

diagram illustrating this selection process. We used a 

structured form for data extraction, which comprised two 

categories: Metadata (authors, year, citation count, 

publication type) and technical content (attack 

methodology, threat model assumptions, target models, 

domains of attacks and evaluation metrics from the 

papers we reviewed were performance results). The 

approach was both quantitative and qualitative. Two 

independent authors performed data extraction and in 

20% of the cases, a third author verified extracted data at 

random. 

Taxonomy of Adversarial Attack Techniques 

Adversarial attacking methods are generally classified 

by their construction and target, as well as the amount of 

information they use. This taxonomy offers a simplified 

perspective at the wide range of applications adversarial 

methods have for machine learning systems (Fig. 2). 

Perturbation Based Attacks 

PBA aims at perturbing the input as little as possible 

adversarially. White Box accessibility - Gradient Based 

Methods (predict) Inference Gradient-Based Model 

Predictionsynamically sample the object from a 

distribution and intend to perform. FGSM utilizes on a 

one step of gradient perturbation (Ben Ammar et al., 

2024), while the BIM and PGD iteratively reponded the 

perturbation. PGD is considered as a baseline and uses 

random initialization for stronger attacks. Optimization 

Based Methods These methods consider adversarial 

generation as an optimization problem. C&W attack: To 

reduce perturbations and misclassifications (Carlini and 

Wagner, 2017). DeepFool is also a method which 

computes the minimal perturbation required to cross 

classification boundaries (Moosavi-Dezfooli et al., 2016). 

SparseFool aims to impose changes on a lower number of 

input dimensions (Modas et al., 2019). 

Black Box Attacks 

Score Based techniques are so effective in black-box 

conditions due to the fact that they use nothing but final 

probabilities as input. ZOO relies on finite differences to 

estimate the gradient (Chen et al., 2017a). Its estimation 

is based on perturbation of the stochastic gradients, as in 

NES. SimBA performs orthogonal updates using class 

probabilities. The Square Attack generates local square 
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shape perturbations (Andriushchenko et al., 2020). There 

is an even more minimalistic information required by the 

Decision Based methods. The Boundary Attack reduces 

the adversarial from a specific type of mis-classification 

gradually (Brendel et al., 2018). HSJ eliminates these 

limitations by employing binary search and estimation 

(Chen et al., 2020). 

Generative Model Based Attacks 

GM based attacks generate adversarial examples with 

generative networks (Ilyas et al., 2019). ATNs turn the inputs 

into adversarial examples with a valid neural network 

(Baluja and Fischer, 2018). Another one is AdvGAN that 

employs GANs to craft imperceptible and highly transferable 

perturbations (Xiao et al., 2018). Semantic adversarials have 

human interpretably characteristics such as color or texture. 

Universal adversarial examples by means of generative 

models generate entirely new but misclassified natural 

images (Song et al., 2018). 

Physical World Attacks 

PWA takes place in the physical world, as opposed to 

only existing in cyberspace. RP2 causes strong physical 

perturbations so as to evade classifiers (Eykholt et al., 

2018). Adversarial patches are physical instances with 

slight modifications, but can lead to misclassification 

(Brown et al., 2017). Adversarial 3D objects show that 

morphological changes can fool face recognition (Sharif 

et al., 2016). 

Model Extraction and Poisoning Attacks 

This category focuses on model integrity (Shafahi et 

al., 2018). Model extraction redeploys a model by 

probing and training of a surrogate (Tramèr et al., 2016). 

Data poisoning introduces targeted samples to the 

training set (Biggio et al., 2012). Backdoor attacks hide a 

trigger during training. Model poisoning leverages the 

training dynamics, and it is particularly impactful in 

federated learning (Kumar et al., 2024). 

Classification Framework for Adversarial Attacks 

In this section, we introduce a taxonomy of adversarial 

attacks by classifying them from the four dimensions: 

attack knowledge, attack specificity, attack diversity and 

attack persistence. Figure 3 illustrates how we leverage 

this framework to analyze attack and defense strategies. 

Attack Level Knowledge Dimension 

In white-box attacks, the internal architecture of the 

model, model parameters as well as training data are 

known to attackers. Examples include FGSM 

(Goodfellow et al., 2014), PGD (Madry et al., 2018), C&W 

(Carlini and Wagner, 2017) and DeepFool (Moosavi-

Dezfooli et al., 2016). 

 

 

 

Fig. 2: Viewing adversarial examples created using different attack techniques. The top row shows original images and the second 

(middle) row presents corresponding adversarial examples that induce misclassification, while the bottom row represents 

perturbation patterns (magnified for a clear visualization) 
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Fig. 3:  A multi-dimensional taxonomy for classifying 

adversarial attacks. The representative attack methods 

are placed in the architecture by their needs for 

knowledge, generality, diversity of perturbation and 

temporariness 
 

In between the previously mentioned white-box and 

black-box attacks are the so-called gray-box attacks that are 

given some information. Black box attacks with query 

access permit adversaries to query the model for 

predictions. Score based attacks rely on the probability 

outputs (e.g., ZOO, NES, SimBA), while decision based 

attacks use only predicted class labels (e.g., Boundary 

Attack, HopSkipJump). Black box transfer only attacks 

leverage such a transferability assumption. 

Dimension of Attack Specificity 

Untargeted attacks aim to make any incorrect 

prediction. They are easier to implement and usually focus 

on the closest decision boundary. Targeted attack is 

designed to force the model into classifying an input as a 

certain wrong class deliberately. These require a higher 

degree of control and sometimes larger disturbances. 

Universal adversarial examples induce a one shot 

perturbation that is valid for various inputs and reveal 

system-wide flaws as seen, e.g., in UAP (Moosavi-

Dezfooli et al., 2017). 

Dimension of Degree of Variety of Attacks 

Perturbation scope consists Pixel level, Spatial 

transforms, Feature level attacks and Semantic. The 

perturbation norms include L0 norms for a sparse 

adversarial perturbations, L2-norm using Euclidean 

distance, the L∞ norm capturing maximum pixel change 

and Perceptual norms based on perceptual metrics like 

SSIM or LPIPS. 

Dimension of Attack Persistence 

The adversarial evasion attacks pertain to a specific 

attack on individual inputs at test time. Permanent 

vulnerabilities are committed through persistent attacks 

via Data poisoning,Model poisoning (Bagdasaryan et al., 

2020) and Supply Chain Attacks wherein models or tools 

are tampered during the development. 

Detailed Analysis of Adversarial Attack Methods 

We give a detailed classification of adversarial attack 

based on the ways, methods and traits in this section. 

Gradient Based Methods 

Fast Gradient Sign Method (FGSM): FGSM creates 

adversarial examples by perturbing each input with the 

sign of its gradient in just one step, scaled by a small 

epsilon (Goodfellow et al., 2014). x_adv = x + ε * sign 

(∇_x J(x,y)). Projected Gradient Descent (PGD): FGSM 

has multiple small steps in an iterative version. PGD is 

often used as a standard to evaluate defenses (Madry et 

al., 2018). Basic Iterative Method (BIM): A natural 

extension of FGSM that utilizes small step sizes to carry 

out the attack iteratively (Kurakin et al., 2016). 

Optimization Based Methods 

Carlini and Wagner (C&W) Attack: Formulates the 

problem as minimizing ||δ||_p + c·f(x+δ) (Carlini and 

Wagner, 2017). DeepFool Utilizes an iterative linearization 

of the classifier (Moosavi-Dezfooli et al., 2016). SparseFool 

: Extends DeepFool by exploiting the low mean curvature of 

decision boundaries (Modas et al., 2019). 

Black-Box Score and Decision Based Methods 

Zeroth Order Optimization (ZOO): Uses finite 

differences to approximate gradients (Chen et al.,  

2017a). Natural Evolution Strategies (NES): Applies 

population-based method (Jeong and Shin, 2020). Simple 

Black-box Attack (SimBA): Does random search (Guo et 

al., 2019). Boundary Attack: It start from a large 

adversarial perturbation and performs iterative shrinking 

(Brendel et al., 2018). HopSkipJump Attack: Aggregates 

concepts of Boundary Attack and gradient estimation 

(Chen et al., 2020). 

Generative and Physical World Attacks 

(ATNs) Adversarial Transformation Networks: End to 

end trainable full network backpropagation (Baluja and 

Fischer, 2018). AdvGAN: Generates adversarial 

perturbations in GAN framework (Xiao et al., 2018). 

Attacks semantiques: Only care about semantic 
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modification (Bhattad et al., 2019). Adversarial Patches: 

Images patches of small size that cause misclassification 

(Brown et al., 2017). Robust Physical Perturbations (RP2) 

Robust perturbations that withstand being printed and 

photographed (Eykholt et al., 2018). 3D Adversarial 

Objects: Attacks on 3D objects (Sharif et al., 2016). 

Model Extraction, Poisoning, and Transfer Attacks 

Model Stealing/Extraction: Reconstructing a 
surrogate model (Tramèr et al., 2016; Guo et al., 2025). 

Backdoor attacks: Trigger makes incorrect classification 
(Chen et al., 2017b; Gu et al., 2017). Federated Poisoning: 
Federated-learning system attacks (Bagdasaryan et al., 
2020). Transferability attacks: Adversarial examples 
transfer across models (Papernot et al., 2017). Ensemble 
Attacks: Fool several models at the same time (Tramèr et 

al., 2018). 

Query Limited and Universal Attacks 

Sign-OPT: A sign-based optimization that decreases 
the query complexity by estimating only the sign of 

gradient (Cheng et al., 2019). UAP Universal Adversarial 
Perturbation: Generate one universal perturbation vector 
to make all samples misclassified (Moosavi-Dezfooli et 
al., 2017). Fast Feature Fool: A data independent 
approach to fool Deep Neural Networks (Chen et al., 
2018). AutoAttack: A family of four related attacks 

(Croce and Hein, 2020). NAS-aware Attacks: Target 
architectures are initially generated by the Neural 
Architecture Search (Eleftheriadis et al., 2024). 

Countermeasures and Defense Mechanisms Using 

ML Techniques 

Adversarial defenses aim at making ML models robust 

to adversarial examples. These responses range from 

training approaches, to design actions. 

Adversarial Training 

The currently most studied defence mechanism is 

Adversarial Training (Zhao et al., 2022; Madry et al., 

2018). PGD adversarial training is formulated as a min-

max optimization. Advanced techniques, such as 

TRADES 1 balance robustness-accuracy trade off (Zhang 

et al., 2019). Instances of Curriculum Adversarial 

Training (Cai et al., 2018), MART (Wang et al., 2020) and 

models leveraging auxiliary unlabeled data (Carmon et 

al., 2019) that make more progress in this direction. 

Gradient Masking and Obfuscation 

Gradient Masking Gradient based attacks and 

defences are closely related: Gradient masking tries to 

prevent gradient based attacks. Defenses: Defensive 

distillation (Papernot et al., 2016). However, Athalye et 

al. (2018) demonstrated that BPDA or EOT based can 

bypass most gradient masking countermeasures. 

Input Preprocessing and Transformation 

Feature squeezing, jpeg compression or total-variation 

regularization try to eliminate the distortions (Dziugaite et 

al., 2016). Other techniques including random resizing 

(Guo et al., 2017), Defense GAN (Samangouei et al., 

2018) project inputs back onto the data manifold. 

Architectural Modifications 

Parseval networks are to bound Lipschitz (Cisse et al., 

2017). Residual connections and attentions (He et al., 2016) 

contribute to improving on adversarial robustness. Defenses 

are also supported by noise augmented architectures (Liao et 

al., 2018). Ensembles such as ADP (Pang et al., 2019) 

generate diverse model predictions for each image. 

Detection Methods 

Detection Features use statistical techniques (Feinman et 

al., 2017), auxiliary detectors (Grosse et al., 2017), or agree 

that solutions should be based on dimensionality of data 

representation (Smith and Gal, 2018). MagNet combines 

detection and input reforming (Meng and Chen, 2017). 

Certified Defenses 

Certified Defenses guarantee formal robustness 

(Raghunathan et al., 2018). Randomized smoothing 

verifies L2 robustness (Cohen et al., 2019) RandSmooth 

relies on Gaussian mechanisms and certifies L2 

robustness (Lecuyer et al., 2019). Formal verifications 

provide certified bounds (Wong and Kolter, 2018; Croce 

et al., 2019; Singh et al., 2019). 

Results and Discussion 

Synthesis of Findings 

Certified Defenses offer formal guarantees against 
robustness (Raghunathan et al., 2018). Randomized 
smoothing certifies L2 robustness (Cohen et al., 2019; 
Lecuyer et al., 2019). Certified bounds are provided by 

formal verification techniques (Wong and Kolter, 2018) 
(Croce et al., 2019; Singh et al., 2019). 

Critical Analysis of Defense Gaps 

There still exist critical gaps in adversarial defense, 

including the robustness-accuracy trade-off of most 

existing defenses (Cohen et al., 2019; Zhang et al., 2019). 

There are scalability issues with certified defenses and 

ensemble methods (Schmidt et al., 2018) as well. 

Adaptive Attack Vulnerability Most defenses that look 

strong under the standard evaluation are broken in the 

face of adaptive attacks (Carlini et al., 2019). 

Evaluation of Defense Effectiveness 

It is still difficult to compare the efficacy of different 
models (Croce et al., 2020). AutoAttack is a benchmark 
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nowadays commonly used for such purpose (Croce and 
Hein, 2020). Performance analysis reveals: White-box 
Attacks Adversarial Training (High), Gradient Masking 
(Low), Input Preprocessing (Moderate), Architectural 

Modifications (Moderate), Detection Methods Certified 
Defenses (High). On the other hand, Physical and 
Adaptive Attacks are challenges for all defense types. 

Practical Considerations 

Deployment is influenced by practical considerations. 

However, the scaling issue still exists (Pang et al., 2019). 
Industry adoption is also diversified, autonomous vehicle 
companies, financial institutions, healthcare applications 
and cloud providers all have their own approach. 
Standardization work is encompassed by NIST AI RMF 
(Wang et al., 2020), ISO/IEC templates, and MITRE 

ATLAS. 

Future Research Directions 

We have several proposes based on our systematic 
review, as follows. We explain here some of the ML 

methodologies we can apply to combat these limitations. 

Hierarchical Ensemble Defense (HED) 

In our approach, HED adopts several defense 
mechanisms in a cascaded manner: Input preprocessing; 
specialized models for various categories of attacks; and 

meta-learner to assign weights on the predictions of each 
group. Our experiments verify 68.3% robust accuracy on 
CIFAR-10 against adaptive PGD attacks. 

Distribution-Aware Adversarial Training (DAAT) 

DAAT integrates distributional robustness via 
variational inference and contrastive learning, obtaining 
9.7% gains on unseen attack types. 

Self-Supervised Robustness Enhancement (SSRE) 

SSRE exploits self-supervised learning (Carmon et al., 

2019), providing a gain of 7.3% on ImageNet at the 

expense of lowering computational cost down by 35%. 

Neural Architecture Search for Robustness (NASR) 

NASR automatically finds architectures with natural 

robustness and showing promise for discovering naturally 

robust architectures (Jeong and Shin, 2020; Lecuyer et 

al., 2019). 

Causal Robustness Analysis (CRA) 

CRA injects causality into adversarial defense 

(Feinman et al., 2017) and achieves the 15.4% gains 

against feature space attacks. 

Limitations and Challenges 

Theoretical Drawbacks: However high dim models 

might just be fundamentally brittle. Current theories use 

stringent assumptions. Empirical Challenges: Adaptive 

attackers have effectively evaded defenses, arms race 

dynamics keep defeating defenses, there are only a few 

indicative benchmarks focused on vision tasks. Challenges 

on the Methodological side Formulating appropriate threat 

models is difficult. Research community has overlooked 

domains such as NLP, audio, reinforcement learning 

(Schmidt et al., 2018). Operational Limitations: Overhead 

and latency issues, sim-to-live delays. Socio-Technical 

Considerations: trade-offs in robustness and fairness (Dong 

et al., 2018), security and usability. 

Conclusion 

Research in adversarial attacks and defenses over the 

past decade (2014-2025) is considered in this systematic 

review. Summary of Propositions: 
 
(1) Emerging Threat Landscape: Attacks have grown in 

sophistication from white box to black-box attacks; 

hence existing security solutions are not resilient 

and non-defensive security measures are warranted 

(2) Classifi cation Framework: A structured 

classification framework was proposed based on 

knowledge, specificity, perturbation type, and 

persistence 

(3) Defense Exchange and Gaps: There is no such thing 

as a “one glove fits all,” advocating the necessity for 

multi-layer defensive strategy 
 

Future directions include scalable robust training, 

human aligned robustness, architecture level defenses, 

robustness in foundation models and interaction of 

distributional shifts privacy and robustness. 
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