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Abstract: The Internet of Things (IoT) encompasses a wide range of 

applications from wearable devices to smart homes, as well as industrial 

automation and smart cities. As IoT networks and devices continue to grow 

rapidly, security has become crucial. There are many techniques utilized to 

provide security aspects in IoT networks. These security aspects focus on 

mitigating risks and fixing vulnerabilities related to connected devices. Due 

to the sheer quantity, complexity, and amount of data, the increasing 

number of IoT devices does in fact increase the risk of new attacks and 

vulnerabilities. An intrusion detection system is supposed to be powerful 

for the detection and identification of attacks. Some intelligent models are 

trained with a set of features and evaluated by applying a filter-based 

approach for selecting significant features. Deep learning models have 

intricate architectures with many layers and neurons; they are sometimes 

seen as opaque and challenging to understand. Explainable Artificial 

Intelligence (XAI) methods have been devised to provide information about 

models. The utilization of XAI techniques, including Local Interpretable 

Model-agnostic Explanations (LIME) and Shapley Additive Explanations 

(SHAP), helps better understand the rationale behind model predictions and 

encourages the user to understand the model behavior better. 

 

Keywords: IoT Security, Deep Learning, Intrusion Detection System 
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Introduction 

IoT environments are heterogeneous in nature and 

comprise various devices interacting in a continuous 

manner and producing massive amounts of data. This 

heterogeneity and magnitude bring significant issues of 

data storage, big data processing, and security. With the 

recent significant growth of IoT networks, big data, 

blockchain, the Internet, and cloud computing, the 

security issue has become one of the most urgent needs. 

Therefore, IoT systems are quite susceptible to numerous 

types of attacks, and so the IDS should be effective to 

guarantee that the network remains reliable and safe 

(Zhukabayeva et al., 2025). IDS can monitor network 

activity, identify suspicious behavior, and send alerts 

where anomalies are detected. Some IDS methods are 

more focused on anomaly-based detection methods, in 

which models are trained to understand the normal 

system behavior and indicate abnormal practices as 

possible intrusions. AI and ML have been commonly 

employed to do this because they can learn intricate 

patterns using a vast amount of data. Nevertheless, it is 

essential to pay attention to the features that are 

selected prior to the use of ML or DL models 

(Rodríguez et al., 2025). 

Feature reduction not only enhances model accuracy 

but also reduces computational complexity, storage, and 

training time, which is important in resource-constrained 

IoT settings. These models can be trained to gain high-

level and hierarchical representations of network traffic 

data by using several steps of deep learning. These 

representations assist in capturing complex and subtle 

attack patterns that are not easy to identify using 

conventional machine learning methods, thus enhancing 

the detection accuracy and strength in the IoT. Most 

machine learning and deep learning models are mainly 
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limited by the fact that they are black boxes, although 

they perform very well. These models can be very hard 

to read internally, resulting in a lack of user confidence, 

especially on sensitive security applications that require 

one to know why a decision was reached. 

To deal with this difficulty, XAI methods are 

presented. XAI is intended to enhance the level of 

transparency by showing the contributions that 

individual features make to the prediction by a model. 

XAI improves the level of trust, accountability, and 

usability of deep learning-based intrusion detection 

systems without negatively affecting their predictive 

capabilities. Models that can be used to enhance the 

interpretability of models include LIME and SHAP. These 

techniques assist researchers and practitioners in 

comprehending the reason behind a model declaring a 

network instance to be normal or malicious, hence 

boosting trust in the judgment of the system. 

The presented work uses deep learning-based 

anomaly detection models, specifically a DNN, to 

categorize network traffic as normal and attack under a 

multiclass setup. A filter-based correlation feature 

selection method is used, wherein weakly correlated 

features are filtered out, and only those features that are 

strongly relevant are maintained (Naveeda and Fathima, 

2025). This dimensionality reduction increases 

efficiency but does not provide accurate identification of 

attacks. Hyperparameter tuning and optimization are also 

performed for the optimization of the model. The 

proposed solution is an effective option to maximize the 

accuracy of intrusion detection and maintain 

interpretability with XAI, which is suitable to protect 

contemporary IoT networks. The contributions of the 

article under consideration are: 

  

• To detect the anomaly in the IoT network by utilizing 

the DNN, 1D-CNN, and 2D-CNN models 

• To categorize the features based on the embedded 

approach that integrates a correlation-based filter and 

a wrapper method 

• To compare and evaluate the existing system with the 

proposed method 
 

Literature Review  

Recognized literature reflects the increasing 

usefulness of DL methods in IDS on IoT networks. 

These articles investigate numerous DL models, 

simulations, and benchmarking data, which prove the 

adaptability of DL models to deal with complex and 

dynamic IoT security threats. The IDS based on DNN 

proposed by G. Thamilarasu et al. was developed with 

the assistance of the Keras library (Thamilarasu and 

Chawla, 2019). The model was composed of three 

hidden layers with ReLU activation functions, and it was 

trained for 150 epochs. The system was tested through 

the Cooja network simulator to make sure it is realistic 

and appropriate to the environment of IoT. The Cooja 

network simulator is specifically designed to simulate 

IoT network environments using the Contiki operating 

system. The results of the experiment revealed that there 

were good detection rates of various attack types, with a 

precision level of 95.7% on Opportunistic attacks, 96% 

on DDoS attacks, 99.5% on Sinkhole attacks, and 96% 

on Wormhole attacks. These findings clearly showed 

that the proposed DL-based IDS was much more 

effective than the conventional intrusion detection 

methods that used inverse weight clustering, which 

confirmed the usefulness of deep learning in the 

application of IoT security solutions. 
A. Nagisetty et al. observed the effectiveness of four 

types of deep learning models, namely CNN, DNN, 
Multi-Layer Perceptrons (MLP), and autoencoders, in 
terms of intrusion detection in IoT networks (Nagisetty 
and Gupta, 2019). The models were coded in Python on 
Keras and tested on two popular benchmark datasets, 
UNSW-NB15 and NSL-KDD99. The experimental 

results indicated that the MLP model had the best F1-
scores, with a score of 95.76% on the UNSW-NB15 
dataset and 99.28% on the NSL-KDD99 dataset. Such 
results also support the possibility of DL-based methods 
to enhance the accuracy and reliability of intrusion 
detection in IoT settings. DNN architecture has the best 

overall accuracy value of all the tested models, ranging 
to 99.24%, which is an excellent sign of its strength and 
usefulness as a tool in intrusion detection. 

Qiu et al. examined adversarial attacks on IoT 

settings of NIDS that are based on DL. Their results 

indicated that minimal changes in the characteristics of 

packets would greatly manipulate model estimates, 

which could support denial-of-service (DoS) attacks (Qiu 

et al., 2020). The Kitsune NIDS was trained on PyTorch, 

and experiments were run on a Feature Mapping (FM) 

model that was trained on 10 percent of the data and an 

anomaly detection model that was sampled in the Mirai 

botnet. The initial learning rate was 0.1 with the 

Stochastic Gradient Descent (SGD) optimizer, and the 

adversarial experiments achieved an attack success rate of 

more than 95, indicating the susceptibility of the DL-

based IDS to an adversarial input. 
The framework presented by Meidan et al. (2018) is 

called N-BaIoT, and it is an anomaly detection framework 

developed with an explicit focus towards the usage of 

deep autoencoders based on IoT networks. The network 

traffic of two major IoT botnets, BASHLITE and Mirai, 

was used in training the model. The autoencoder model 

was based on four encoding hidden layers that had 

gradually smaller dimensions (75, 50,33, and 25, the size 

of the input). The Keras framework was used to carry out 

hyperparameter tuning. The findings indicated that the 

attacks were identified in 174 milliseconds with a True 

Positive Rate (TPR) of 100 percent and a very low 
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average false positive rate (FPR) of 0.007, which indicated 

the effectiveness and precision of the method. 
Vinayakumar et al. (2020) suggested a DL-enhanced 

botnet detection model that targets the DNS traffic 
examination in IoT networks. The visualization 
techniques used in the study include advanced 

visualization of feature embeddings and the 
characteristics of the dataset. The domain names 
obtained in DNS logs were encoded at the character level 
with Keras, and the results were converted to vectors. 
Then, these vectors were input into CNN and RNN 
models, which were optimized with the Adam optimizer 

on the DMD-2018 dataset. The given deep learning 
models scored an F1-score of 0.916 and an overall 
accuracy of 99 percent, which can be regarded as the 
clear manifestation of the deep learning methods' 
applicability in the context of botnet activity detection in 
an IoT network. These findings support the fact that deep 

learning models can be trained to learn intricate traffic 
models and differentiate between abnormal and normal 
network behavior with a high degree of accuracy. The 
presence of high accuracy and a high F1 score 
demonstrates the overall balanced performance, i.e., the 
presence of low false positives and a low false negative, 

which is essential in real-life intrusion detection systems.  

Moreover, Sun et al. (2020) presented a hybrid deep 

learning-based intrusion detection system comprising the 

CNN and LSTM framework. In such a design, CNN 

layers oversee deriving spatial and local data of network 

traffic data, and LSTM layers are tasked with identifying 

temporal dependencies and sequential patterns of traffic 

flows. To solve the problem of class imbalance, a weight 

optimization strategy was implemented, where the 

weights of the classes were calculated according to the 

distribution of samples. This hybrid architecture is much 

more accurate and robust in terms of detection and is 

highly suitable in the IoT intrusion detection setting. The 

dataset to test the method was CICIDS2017, which got 

an accuracy of 98.67 and 99.5% when applied to each of 

the types of attack (Potharaju et al., 2025). The 

explainable AI approaches offer local and global 

explanations. Global explanation looks at the model 

predictions of all the variables, and local explanation 

focuses on explaining certain predictions. Whereas a 

local explanation accounts for the individual prediction, 

a global one accounts for the contribution of all features 

to the decision and model prediction. Local explanation 

contributes to the believability of the model by 

identifying a certain case and attributing (Mohammed et 

al., 2025). To build an effective model and perform 

performance evaluation by decision-making and 

optimizing parameters. There are two types of XAI 

techniques (Benmalek and Seddiki, 2025) that describe 

the trained model's behavior. Instead of changing the 

model, the explanation will look at its predictions and 

boost confidence in it. XAI techniques provide an 

explanation of the model, which is then modified 

without compromising its interpretability and 

explainability (Yazdinejad et al., 2024). Many sectors 

employ explainable AI to provide an explanation for 

model predictions. For instance, researchers suggested 

using stable LIME to explain models in the healthcare 

system. The model is built using random forest 

classification for the identification of breast cancer with 

higher accuracy (Kasongo and Sun, 2020).  

Materials and Methods 

The proposed methodology is segregated into distinct 

modules that are shown in Figure 1. The modules include 

several steps, such as data preprocessing for normalizing & 

encoding the data, feature selection for identifying the 

significant features, selection of important features with 

inputs for transforming the data, and model training for 

validating the results with the test data. The standard 

datasets are used to run the model on Google Colab. There 

are two datasets used in the current research: NSL-

KDDnew and UNSW-NB15new. The NSL-KDDnew 

dataset is an improved version of the KDD Cup 1999 

dataset designed for intrusion detection research. It removes 

redundant records and provides balanced training and 

testing sets. The dataset contains normal and attack traffic 

categorized into DoS, Probe, R2L, and U2R classes, 

making it widely used for benchmarking IDS models. The 

UNSW-NB15new dataset was developed to represent 

modern network traffic and attack scenarios. It includes 

normal traffic and nine attack categories such as Fuzzers, 

Exploits, and Worms. It is generated by using realistic 

network simulations with 49 features. 

Data Preprocessing 

It eliminates superfluous data from the datasets after 
uploading them to Google Colab and then encodes the 

features to convert nominal range to integer range values. 
The normalization technique is followed by the encoding 

technique for finding the normalized value range. The 

characteristics are converted into integer values using a 
variety of encoding methods, including label and one-hot 

encoding. To standardize the datasets and enhance the 
performance and other parameters of the model, the data 

must be normalized once it has been encoded, such that the 

data is between 0 and 1. The normalization utilized was 
Min-Max, which normalizes the value between 0 and 1 

(Bae et al., 2019). Once the dataset was extracted, it 
transferred the CSV file format in the local system to the 

Collaboratory system at Google and read the dataset into a 
Pandas DataFrame. It converted the dataset's category 

features to numerical values after removing unnecessary 

columns. Two encoding techniques are commonly used: 
label encoding and one-hot encoding. In this work, label 

encoding was applied to transform categorical feature 
values into integer representations. 
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Fig. 1: Proposed Methodology of the system 

 

Since the dataset contains features with different 

value ranges, normalization was performed to scale all 

values between 0 and 1. Protocol type, flag, services, and 

class are the four characteristics in the NSL-KDD new 

dataset that include categorical values (3, 70, 11, and 5 

categories, respectively). The four categorical value 

features of UNSW-NB15 are proto, service, status, and 

attack cat, with corresponding categories of 133, 13, 11, 

and 10 (Ferrag et al., 2020). It employed the label 

encoding approach to encode the category data using 

integer values. The dataset was normalized to a common 

scale using the Min-max normalization (Eq. 1): 

 

( ) ( )new min max minF  F  F  /  F  F= − −  (1) 

 

Where Fmin and Fmax are the feature's smallest and 

maximum values, respectively, and F is the feature's 

actual value in the column. Additionally, Fnew, the new 

value, falls between 0 and 1. 

Feature Selection 

Feature selection strategies limit the number of inputs to 

the model, which in turn lowers the computational and 

storage costs. Features are chosen prior to model training 

because the filter-based approach requires less time and 

processing. The strongly correlated characteristics with 

threshold values greater than 0.95 are chosen using the PCC 

correlation approach (Alavizadeh et al., 2022). The most 

important feature is selected by using recursive feature 

elimination. The most correlated features can be identified 

by using the prominent features as input for model training. 

The correlation-based filter technique is utilized for the 

enhancement of model performance and reduces 

computational time. The selection of features using the 

correlation-based filter method depends on the correlation 

score to select features. It uses the Pearson correlation 

method to determine how the features are related to each 

other. The similarity index can be identified by identifying 

the correlation between two variables, such as V1 and V2, 

which can be written as (Eq. 2): 
 

( ) ( ) ( )1 2 1 2PCC  cov V ,  V /   V   V ,=    (2) 
 

The equation is utilized to evaluate the Pearson 

Correlation Coefficient (PCC) in terms of covariance 

(cov) that lies between -1 and 1 and the standard 

deviation of two variables (V1 and V2). The PCC value 

of highly correlated features is close to −1 and 1, 

whereas that of uncorrelated features is close to 0 

(Olanrewaju-George and Pranggono, 2025). The Pearson 

correlation is used to choose features during the model-

building process. In the new dataset, 36 features have 

been removed. Some features are removed from the 

dataset to establish correlation among the features. As a 

result, 38 features were kept in the new dataset. There 

are several features removed from the NSL-KDD Cup 

dataset, such as num root, srv serror rate, dst host sserver 

rate, dst host sserver serror rate, and srv rerror rate. 

The heat map visualization of the correlation of the 

new NSL-KDD and UNSW-NB15 datasets highlights 

the most highly associated features, which are shown in 

Figures 2 and 3. Features that are considered redundant 

and have a value higher than the 0.95 criterion are 

chosen, and the redundant feature is removed by 

dropping one of the features. 
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Fig. 2: Heat map visualization of highly correlated features for NSL-KDD Dataset 
 

 
 

Fig. 3: Heat map visualization of highly correlated features for UNSW-NB 15 Dataset 
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To minimize redundancy, one of the highly redundant 

features is excluded from the set of features with high 

correlation values based on the threshold value. Features 

were considered redundant if their correlation values 

were higher than the cutoff. Next, one of the highly 

associated traits was removed. Then one of the most 

associated characteristics was eliminated. Features with 

correlation values greater than the criterion of 0.95 were 

selected and deemed redundant. Next, one feature was 

eliminated from the set of unnecessary features. 

Feature Preprocessing 

The dataset is then transformed into a format suitable 
with the model so that it can be trained. The data is 
prepared for use in the DNN model and is immediately 
trained in the model upon feature selection. The dataset 
is transformed into a suitable format prior to the CNN 
models being trained. The dataset in 1D vector form can 

be utilized with the 1D CNN model. In the 2D-CNN 
model, the transformation of the dataset is conducted 
with 2D vectors, and then nxn matrices are transformed 
based on the features. 

The selected features are used as input to the models 
so that the processed data becomes compatible with the 

model, and it is trained after encoding and normalization. 
The DNN model uses datasets, and these datasets are 
compatible with it. The data is converted to a vector 
form so that it can be input into the CNN model. The 
data is fed into the 1D CNN model as an input, which 
has been turned into a 1D vector format. The 2D CNN 

model is trained with the number of features under its 
input into a 2D matrix and then processed through the 
model. This is converted into an n x m vector, and the 
dataset is padded with 0 before being converted to the 
closest perfect square if the features are not perfect 
squares. It first converts the 36 features in the NSL-KDD 

new dataset into a 6 x 6 matrix before supplying the 
inputs to the model. Then every 36-feature record is 
converted into a 6 x 6 matrix image. Similarly, the 38 
features of the UNSW-NBnew dataset are transformed 
into a 777 pixel-padded 7×7 matrix. 

Training and Testing 

The training of the model is conducted with 75% of 
the dataset, while 25% of the dataset will be utilized for 
testing purposes. Out of the 75% training dataset, 15% of 
the dataset is reserved for validation purposes. After 
applying the training dataset to the deep learning training 

model, the model is validated using the validation 
dataset and categorized as either normal or attack class 
type (Al‐Haija and Droos, 2024). Convolution and max-
pooling layers are used to construct the CNN model, 
whereas dense hidden layers are used to construct the 
DNN model. The models are then trained and evaluated. 

To prevent overfitting, the model is tuned using a range 
of parameters and hyperparameters. 

Model Building 

This describes the model's forecast once it has been 

fully trained and tested. Using a testing dataset, the 

explainable AI notion is applied to model prediction. 

SHAP and LIME are two popular surrogate models that 

help comprehend the ideas. Model-specific and model-

agnostic are the two main types of model explainability. 

The presented methodology involves XAI with deep 

learning models, which guarantee predictive accuracy 

and interpretability. The XAI methods can be generally 

divided into model-agnostic and model-specific 

methods. Unlike model-specific approaches that require 

a specific model, like a linear regression, a decision tree, 

or a neural network, model-agnostic methods can be 

applied to every machine learning model by looking at 

the inputs and outputs. The most common tools of XAI 

are LIME and SHAP. LIME offers some local 

explanations, trying to explain the behavior of the model 

near a given prediction, which helps to view the reason 

why a certain instance was deemed normal or an attack. 

SHAP, however, provides both local and global 

explanations and quantifies both the contribution of each 

feature to single predictions and the behavior of the 

model in general (Ahmad et al., 2025). Preprocessing of 

the data includes encoding, scaling, and transformation, 

and then it is input into the deep learning models. The 

processed data is further divided into training, validation, 

and testing subsets randomly. Training and validation are 

usually done on 75 percent of the data, whereas 25 

percent of the data is set aside to test the model, as 

shown in Figure 4. Learning structures include DNN and 

CNN. The DNN employs the use of several dense hidden 

layers, which are made up of connected neurons to learn 

complicated patterns. Conversely, the CNN involves 

convolutional layers that retrieve feature maps of the 

input data and then pooling layers, i.e., max-pooling and 

average-pooling, to reduce the dimensions (Gulzar and 

Mustafa, 2025). These features obtained are then fed to 

fully connected layers to be classified. 
In the training process, the model parameters are 

adjusted repeatedly to minimize the loss and enhance 
the performance. The trained models are tested on test 
data that is not seen, and it has normal and attack 
cases. The fact that the training and testing accuracy 
are similar is a sign of good generalization, whereas 

testing accuracy that is high and training accuracy that 
is low is an indication of overfitting. This scale 
assessment can be used to guarantee its sound 
performance in the real world and its interpretability 
using XAI methods. 

Data Set Description 

This phase evaluated the model by taking two 

publicly available databases, NSL-KDD Cup and 

UNSW-NB15. 
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Fig. 4: Feature Selection Model 

 

 The major weakness of the KDDCup data set, 

obtained through the NIDS Evaluation Program of 

DARPA funded by MIT Lincoln Labs and used 

extensively in the NIDS area, is the occurrence of 

redundancy or duplication of information. This 

resulted in the creation of the NSL-KDD data set, 

where there is no repeated or duplicate data. A total of 

42 features are represented (38 numerical, 3 nominal, 

and 1 label that represents the normal/attack category) 

(Borji, 2019). The dataset has 23 types of attacks, but 

it restricted the types of the assault classes by dividing 

them into four key classes of attack, that is, Probe, 

DoS, U2R, and R2L. In Table 1, the dataset has 

125972 records, of which 67342 belong to the normal 

category, and the other classes of the attack are 

11656, 995, 45927, and 52 in the Probe, R2L, DoS, 

and U2R categories, respectively. The statistics of the 

NSL-KDD Cup data can be seen in Table 2. The 

models are compared on the UNSW-NB15 dataset, 

which is a popular benchmark dataset designed by the 

Australian Centre of Cyber Security (ACCS) 

laboratory to carry out network intrusion detection 

studies. This data is intended to capture the current 

trend of network traffic and comprises both benign 

and malicious traffic, which would be suitable for the 

evaluation of the strength of a deep learning-based 

security model. There are a total of 44 features in the 

UNSW-NB15 dataset. Besides that, the dataset 

contains four nominal or categorical variables that are 

discrete values that describe characteristics like 

protocol type, service, or connection state (Rahman et 

al., 2025). The last feature is the label column that is 

used to declare whether a network instance is in 

normal operation or an attack. 

 
Table 1: Total records with attack categories in NSL-KDD 

Attack Class Total Records 

U2R 52 

R2L 995 

Probe 11,656 

DoS 45,927 

Normal 67,343 

 

Table 2: Classification of Attacks 

Attack Type Attack Sub-Type No. of Records 

Attack DoS 16,353 

Attack Exploits 44,525 

Attack Backdoor 2,329 

Attack Analysis 2,677 

Attack Fuzzers 24,246 

Normal Normal 93,000 

Attack Generic 58,871 

Attack Worms 174 

Attack Shellcode 1,511 

Attack Total Attacks 164,673 

Attack Reconnaissance 13,987 

Overall Total Records 257,673 
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The label feature is a multiclass feature with ten 
different classes, one of which is a normal one, and the 
rest are attack categories. The attack classes are generic 
attacks, reconnaissance, DoS, analysis, worms, 
shellcode, backdoors, and fuzzers. These varied types of 
attacks represent a broad scope of intrusion detection in 
the real world. 

Through this dataset, the models are compared on 
binary (normal vs. attack) and multiclass classification 
tasks to enable a deeper assessment of their detection 
capability, generalization performance, and their 
application in real-world network security settings. It 
consists of 93000 records in the normal class out of the 
dataset's total of 164673 attack classifications (Hairani et 
al., 2024). There are 257673 records in the collection. 
Four attack types- Generic, Exploits, Denial-of-Service, 
and Fuzzers as well as five classes of common attacks 
were selected for experimental evaluation. The problem 
of class imbalance was addressed by undersampling the 
dataset. It selected 50K-sized samples at random for 
classes having more than 50K records, while it selected 
all records for classes with fewer than 50K records 
(Maniatopoulos and Mitianoudis, 2021). Then, it 
randomly chose 50K-sized samples from the generic and 
normal classification, which is greater than the sample 
size (Moustafa and Slay, 2015). Then it selected all 
records for the Fuzzers, DoS, and Exploits classes since 
their records were smaller than the sample size. 

Results and Analysis 

Once the dataset has been loaded into Google 
Colaboratory, it is preprocessed to standardize the 

dataset and encode it. The second step of the 

methodology is dedicated to the selection of the features 
to determine the most useful characteristics that render 

the dataset appropriate and effective to be used in 
training the model. The model complexity is reduced, 

and the learning efficiency and prediction accuracy are 
enhanced by eliminating irrelevant or redundant features. 

After the best feature combination has been established, 

the entire dataset is split into three subsets to facilitate 
both training and testing. It assigns 60% of the data to 

the training set, with the help of which the model 
parameters are learned. The remaining 15 percent of the 

data constitutes the validation set, and it is used to help 

tune the hyperparameters, track learning progress, and 
avoid overfitting in training. The other 25 percent of the 

data is then held as the testing set and is not utilized until 
the completion of the training to check how the model 

will perform on the unknown data. 
The models are trained with the help of the 

TensorFlow deep learning platform. The DNN structure 
incorporates four dense hidden layers that help the model 
to adapt to intricate, nonlinear patterns in the chosen 
features and enhance the classification accuracy. The 
final dense layer includes five neurons, whereas the 

earlier three layers consist of 64 neurons and the ReLu 
activation function, depending on the classes. By 
comparing the likelihood of the actual and expected 
values, the loss, that is, the difference between the actual 
and predicted values, is computed. The model training 
procedure is aimed at loss minimization. To avoid 
overfitting the model, it utilizes diverse hyperparameters 
such as weight decay and dropout rate. 

The design of the architecture and the 
hyperparameter optimization and performance analysis 
of the proposed deep learning models will be described 
as shown in Figure 5. Three convolutional layers 
comprising 64, 32, and 32 neurons are developed to form 
a 2D-CNN. All convolutional layers have a (3, 3) kernel 
and the ReLU nonlinear activation. A pooling layer of 
size (2, 2) is used to reduce spatial dimensionality and 
computational complexity. The last fully connected layer 
has the number of classes within the dataset. The number 
of classes in the dataset is five, and therefore the output 
layer is made of five neurons and uses the SoftMax 
activation function to produce the probability 
distributions of the classes. Besides the 2D-CNN, a 1D-
CNN model is also carried out, in which the kernel size 
and pool size are three and two, respectively. Both CNN 
models are also optimized by changing some important 
hyperparameters, such as the kernel size and dropout 
rate, to enhance generalization and stability. To reduce 
overfitting, various sets of hyperparameters are tested 
with a dropout rate of 0.01, a weight decay of 0.0001, 
and a learning rate of 0.001. The models undergo 20 
training iterations. Independent test sets are used to 
evaluate modeling performance. The models achieved 
0.992, 0.993, and 0.994 accuracy for 1D-CNN, DNN, 
and 2D-CNN models. The models perform at accuracy 
values of 0.80 when applied to the UNSW-NB new 
dataset with DNN, 1D-CNN, and 2D-CNN. Lastly, the 
models are tested on the previously unknown data so that 
their performance on generalization in real-world 
situations can be measured after 20 training epochs. 

Confusion Matrix 

It makes it easier to visualize the output of the model 
by presenting the various results in a tabular form. In this 
section, the sensitivity of the proposed deep learning 
models will be assessed and compared by comparing the 
standard classification measures of two benchmark 
datasets, NSL-KDDnew and UNSW-NBnew. The first 
step involves constructing confusion matrices of both 
datasets to visualize the classification performance of 
DNN, 1D-CNN, and 2D-CNN models. The elements on 
the diagonal of the confusion matrix are TP, which are 
the samples that are classified correctly in each class; the 
off-diagonal elements correspond to misclassifications. 
Figures 6 and 7 represent these confusion matrices of the 
NSL-KDDnew and UNSW-NBnew testing datasets, 
respectively, which can be used to familiarize oneself 
with the behavior of the classes in prediction. 
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Fig. 5: CNN Architecture 
 

 
(a) (b) 

 
(c) 

 
Fig. 6: Confusion matrix for NSL-KDDnew Dataset with (a) 1D-CNN (b) DNN (c) 2D-CNN Models 
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(a) (b) 

 
(c) 

 

Fig. 7: Confusion matrix for UNSW-NBnew Dataset with (a) 1D-CNN (b) DNN (c) 2D CNN Models 
 

To assess performance, P, R, and F1-Score are 

computed. Precision quantifies the number of predicted 

attacks that are attacks, and as such, it shows the 

decrease in FP. Recall shows the percentage of actual 

attack examples that are correctly identified, which 

reduces FN. The F1-Score is a combination of precision 

and recall, and it is a strong measure of unbalanced 

datasets. These measurements are calculated in NSL-

KDDnew (Table 3) and UNSW-NBnew (Table 4), and 

their comparative findings are represented as Figures 8 

and 9. 

Accuracy and Loss 

These findings indicate good performance on the NSL-

KDDnew dataset. The history of the proposed DNN 

model gives an accuracy of 0.99 with a small value of loss 

at 0.04 against a learning rate of 0.001, weight decay of 

0.0001, dropout of 0.01, and 20 training epochs. The 1D-

CNN model has the lowest loss of 0.02 with an accuracy 

of 0.989, and the 2D-CNN model gives the best result 

with a loss of 0.02 as well as having an accuracy of 0.994 

under the same training conditions. Figure 10 shows the 

accuracy Vs epochs for NSL-KDD and UNSEnew 

datasets. This denotes the better performance of the 2D-

CNN model on this data. In the more complicated UNSW-

NBnew offence, there is less performance because of 

increased variability of data. The accuracy of the DNN 

model is 0.80 with a loss of 0.47; the 1D-CNN is 0.80 

with a loss of 0.41; and the 2D-CNN is slightly higher 

with 0.81 and 0.40, respectively. In general, the findings 

indicate that, even though all the models are generalized 

well, the 2D-CNN is always able to offer superior 

accuracy-loss trade-offs across datasets. 

Training Time of Model 

This part compares the performance and 

computational efficiency of the proposed deep learning 

models. Training time is calculated by subtracting the 

beginning and ending times of the model in the process 

of learning. On the NSL-KDDnew dataset, training on 

the DNN took 142 ms, 1D-CNN took 325 ms, and 2D-

CNN took 340 ms. 
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Table 3: Performance Parameters with DNN, 1D-CNN and 2D-CNN model for NSL- KDDnew Dataset 

Model / 

Metric 

DoS 

(P) 

DoS 

(R) 

DoS 

(F1) 

Normal 

(P) 

Normal 

(R) 

Normal 

(F1) 

Probe 

(P) 

Probe 

(R) 

Probe 

(F1) 

R2L 

(P) 

R2L 

(R) 

R2L 

(F1) 

U2R 

(P) 

U2R 

(R) 

U2R 

(F1) 
Accuracy 

DNN 1.00 0.99 1.00 0.99 1.00 0.99 0.99 0.99 0.99 0.80 0.54 0.60 0.83 0.38 0.53 0.99 

1D CNN 1.00 0.99 0.99 0.98 0.99 0.99 0.98 0.99 0.98 0.85 0.70 0.77 0.58 0.54 0.56 0.99 

2D CNN 1.00 1.00 1.00 0.99 1.00 0.99 0.98 0.99 0.99 0.93 0.51 0.66 0.60 0.23 0.33 0.99 

 

Table 4: Performance Parameters with DNN, 1D-CNN and 2D-CNN model for UNSW- NBnew Dataset 

Model 
DoS 

(P) 

DoS 

(R) 

DoS 

(F1) 

Exploits 

(P) 

Exploits 

(F1) 

Exploits 

(R) 

Fuzzers 

(P) 

Fuzzers 

(F1) 

Fuzzers 

(R) 

Generic 

(P) 

Generic 

(R) 

Generic 

(F1) 

Normal 

(P) 

Normal 

(R) 

Normal 

(F1) 
Accuracy 

DNN 0.49 0.03 0.06 0.67 0.77 0.90 0.59 0.68 0.81 1.00 0.97 0.98 0.93 0.79 0.85 0.80 

1D 

CNN 
0.48 0.06 0.10 0.64 0.76 0.94 0.65 0.66 0.67 0.99 0.97 0.98 0.91 0.81 0.85 0.80 

2D 

CNN 
0.57 0.04 0.07 0.69 0.78 0.91 0.60 0.69 0.80 1.00 0.97 0.99 0.91 0.81 0.86 0.81 

 

 
(a) (b) 

 
(C) 

 
Fig. 8: DNN, 1D-CNN and 2D- CNN model parameters (a) Precision, (b) Recall and (c) F1-Score for NSL-KDDnew dataset 

 

 
(a) (b) 
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Fig. 9: Performance parameters for DNN, 1D-CNN, 2D-CNN models (a) Precision (b) Recall (c) F1-Score 

 

 
(a) (b) 

 
(c) (d) 

 

Fig. 10: Accuracy vs. Epochs for (a) NSL-KDDnew (b) UNSW-NBnew dataset and Loss vs Epochs for (c) NSL-KDDnew dataset 

(d) UNSW-NBnew dataset 

 

 On the same note, in the case of the UNSW-NBnew 

data, the DNN was trained in 323 ms, and 1D-CNN as 

well as 2D-CNN took 442 ms and 455 ms, respectively. 

Such findings suggest that the CNN-based models 

(especially the 2D-CNN) are less expensive in terms of 

computation and training. Conversely, the DNN model is 

always found to be faster in training both data sets. The 

2D-CNN model is also more efficient in terms of accuracy 

and robustness than the DNN despite the increased 

training time. Here, the conflict between computational 

efficiency and predictive performance is indicated. The 

findings of the two datasets validate a point of view that 
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even though CNN architectures require more resources, 

they are in a better position to capture spatial and 

hierarchical feature representations, which translate into 

increased accuracy in the classification. 

Discussion  

To compare the current research with other models 

such as Decision Trees (DT), Support Vector Machines 

(SVM), and k-Nearest Neighbors (KNN), each model is 

trained and evaluated on the same preprocessing pipeline 

consisting of label encoding, normalization, and feature 

selection to have a fair comparison. As shown in Figure 

11, the results indicate that deep learning models, 

specifically the 2D-CNN, perform better than classical 

machine learning models in terms of accuracy at multi-

class classification on both datasets. Moreover, the 

research indicates that machine learning and deep 

learning models can be used in hybrid versions that can 

guarantee greater accuracy with less complex training. 

Table 5 represents the proposed models with the existing 

literature, such that the suggested 2D-CNN model can 

become competitive or even better, but with more 

training time needs. XAI models offer explanations both 

at a local and global scale. Global explanation examines 

the model predictions for every variable, whereas local 

explanation concentrates on interpreting specific 

predictions. Whereas a local explanation can explain a 

single prediction, a global explanation will use all 

features to explain the decision and the prediction made 

by the model.  

It shows the performance of the model with decision-

taking abilities & explanation. These techniques help to 

both improve the model's performance and comprehend 

its behavior. Figure 12 shows the interpretability results 

of the proposed model by using SHAP and LIME XAI 

techniques. SHAP can be used to explain both globally, 

by identifying the most influential features controlling 

model predictions, and locally, by modeling individual 

predictions. Based on the feature importance graph, the 

most important features for the classification of attacks 

are src_bytes, dst_bytes, count, and duration. SHAP 

force graph shows the effect of each feature value on one 

prediction. LIME provides local interpretation by 

showing the contribution of all the features to the chosen 

instance, both positive and negative. The feature 

importance and probability plots reveal that most of the 

attributes used to predict an attack are related to network 

traffic. Results illustrate that the framework is robust in 

terms of high detection accuracy and meaningful 

explanations for model decisions.  

 

 
 

Fig. 11: (a) NSL-KDDNew accuracy comparison, (b) UNSW accuracy comparison 
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Fig. 12: SHAP and LIME with DNN Model 

 
Table 5: Comparison results on NSL-KDD dataset 

Model Name and Year Performance Accuracy NSL-

KDDNew 

Performance Accuracy 

UNSW 

Autoencoder (2018) (Kachbal et al., 2025) 85.42% 77.16% 

DNN (2019) (Panta et al., 2025) 86.19% 78% 

RNN, LSTM and used XGBoost (2023)  78.7% 78.40% 

Proposed DNN model 98.9% 80.4% 

Proposed CNN model 99.2% 81% 

 

Statistical Analysis  

To reinforce the experimental validation, a statistical 
analysis of the proposed models (DNN, 1D-CNN, and 

2D-CNN) has been undertaken to determine the 
significance and reliability of the difference in their 
performance. To begin with, the findings of several runs 
(e.g., 5-10 with varying random seeds) are to be 
summarized with the help of the mean and standard 
deviation of such essential measures as accuracy, 

precision, recall, and F1-score.  

It achieved 95% CI, so with the help of the formula: 
 

CI = μ ± 1.96 × (σ / √n), where n = 5 
 

DNN: 0.990 ± 1.96 × (0.0015/√5) ≈ [0.9887, 0.9913] 

 

1D-CNN: ≈ [0.9874, 0.9906] 

 

2D-CNN: ≈ [0.9930, 0.9950] 

 

The paired t-test (DNN vs 2D-CNN), assuming mean 

difference (d̄) ≈ 0.004 and sd ≈ 0.0015: t ≈ 5.96. 

For n = 5, p < 0.01 → statistically significant 

improvement. Effect Size (Cohen’s d) = (0.994 − 0.990) 

/ 0.0015 ≈ 2.67. 

This guarantees strength and minimizes the impact of 

randomness within the training. Second, a paired t-test 

(or Wilcoxon signed-rank in the case of non-normality) 

can be used to compare models (e.g., DNN vs 2D-CNN) 

to determine whether the improvement of the observed 

performance is statistically significant. Preliminary 

results show that the 2D-CNN model always performs 

better than DNN and has lower variance in 1D-CNN, 

which indicates that it may have stable learning 

behavior. DNN and 1D-CNN have more overlaps among 

intervals, and 2D-CNN demonstrates a clear effect, 

particularly on the NSL-KDDnew data.  

Ablation Study: To evaluate the contribution of 

individual components in the proposed framework, an 

ablation study was conducted by systematically 

removing or modifying key modules, including feature 

selection, DL architecture, and XAI integration. The 

experiments were performed on both NSL-KDDnew and 

UNSW-NBnew datasets. First, removing the feature 

selection module resulted in a decrease in accuracy from 

99.4% to 98.6% on NSL-KDDnew and from 81% to 

79.8% on UNSW-NBnew, indicating its importance in 

reducing noise and improving model efficiency. Then, 

replacing the 2D-CNN with DNN reduced performance 

to 99.0% (NSL-KDDnew) and 80.4% (UNSW-NBnew), 

confirming the superior capability of CNNs in capturing 

spatial feature relationships. Finally, excluding XAI 

techniques (LIME and SHAP) did not significantly 

affect accuracy but reduced interpretability and trust in 

model predictions. This highlights that XAI contributes 

to transparency rather than predictive performance. 

LIME Model: To ascertain the model's predictions, an 

interpretable model is selected for the local surrogate 

model, trained on the inputs, and then compared with the 

target model (Rahman et al., 2025). The LIME concept 

entails selecting a particular instance and fitting an 

interpretable model to determine its key characteristics and 

the degree to which these characteristics affected the 

instance's choice. The interpretable or surrogate model is 
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the most accurate approximation model for model 

prediction. In determining the probability values of each 

class, a given instance is selected from the testing dataset. 

The LIME technique is then applied to show how the 

decision is made according to the probability value. LIME 

(Eq.3) assesses how closely the explanation adheres to the 

original model while minimizing the loss L. The model g's 

explanation for the instance x is represented by ϵ(x): 

 

( ) ( )( ) ( )x   argmin L f ,  g,  x   g= + Ω  (3) 

 
Where the interpretable model is denoted by g. g → 

G. G stands for every conceivable model. The 
neighborhood's closeness metric, πx, is utilized to 
explain the case. The model's complexity, or the number 
of features, is represented by Ω(g). The process of 

interpreting the predictions of the proposed intrusion 
detection models in a transparent, understandable way by 
XAI methods, namely LIME and SHAP. The f (x) in the 
original predictive model is the likelihood that a given 
instance x is in a certain class (say, Normal or Attack). 
The usage of LIME aims at simplifying the models and 

decoding single predictions. LIME operates by picking a 
particular instance of interest, creating similar data 
samples around the instance, and locally training a 
simple and interpretable surrogate model. It is a model 
that is a rough representation of the behavior of the 
original complex model around the chosen instance. 

LIME uses the acquired weights and feature values to 
determine the probability of each of the classes and why 
a particular prediction has been made. 

 Features such as error_rate, fragment, etc among 
other features, should take a value less than 0.01 and 
should have relatively high weights to facilitate 

prediction of a normal instance. In contrast, such features 
as protocol type and num shells have slight indication of 
a prediction of an abnormal instance, but with very low 
weights. The overall contribution of the Normal and Not 
Normal classes is 0.26 and 0.07, respectively, which is 
sufficiently greater than the total contribution of the 

Normal class (0.26) and therefore, the result (Normal) is 
justified. Besides LIME, SHAP is also applied to give 
both local and global explainability. SHAP relies on 
cooperative game theory and predicts by computing 
Shapley values, which measure how much a given 
feature contributes to prediction. Local explanations 

explain the impact of individual features on a single 
prediction, whereas global explanations demonstrate the 
overall importance of features in the entire dataset. 

SHAP assures that the model prediction is 100 
percent correct in the case in point, whose actual class is 
DoS. SHAP allows you to go further with the approach 

of comprehending in more depth how and why the 
model makes its decisions by pointing to what each 
feature contributes to the process. LIME and SHAP 
improve trust, transparency, and interpretability of deep 

learning-based intrusion detection systems by providing 
a clear explanation of the influence of features on 
instance-level and model-level prediction.  

For the selected record on the NSL-KDD new 

dataset, SHAP analysis is employed to gain insight into 

the impacts of the individual features on the model 

prediction. The attributed host count has a negative 

impact, or it decreases the potential of the forecasted 

type of attack. Among them, heat is determined as the 

most influential aspect since it has the greatest range of 

contributions, meaning that it impacts the final decision 

more. As there are more positive contributions than 

negative contributions and the anticipated value is bigger 

than the base value, the model can be very sure that the 

instance is a DoS attack. 

Conclusion 

This research proposes an explainable deep learning-

based intrusion detection framework for securing IoT 

networks. The model was implemented on NSL-

KDDnew and UNSW-NBnew datasets, where the 2D-

CNN model achieved a superior accuracy of 99.4% on 

NSL-KDDnew and 81% on UNSW-NBnew, 

respectively, outperforming the previous studies based 

on DNN and 1D-CNN architectures. This suggests a 

deep learning-driven intrusion detection system to 

overcome the significant security issues with the IoT 

network layer. Explainable AI methods are also 

combined to increase trust and transparency and clarify 

the way predictions are achieved. Hyperparameter 

optimization and feature selection are used to maximize 

performance at a lower cost of computation. The model 

is tested based on the standard performance metrics. 

Lastly, LIME and SHAP are also applied to give local 

and global explanations for model decisions so that the 

system is accurate and interpretable and can adapt to 

various datasets without sacrificing explainability. In the 

future, the integrated federated learning approach with 

scaffolding can improve the detection ratio of the IoT 

malware. Furthermore, some lightweight XAI algorithms 

can be implemented for large-scale real-time IoT 

datasets and improve the practical applicability of 

intrusion detection.  
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